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Context: Distributed algorithms lie at the core of a variety of modern information systems like
social networks [1], collaborative platforms [2, 3, 4], blockchain [5, 6, 7, 8], identity management
systems [9, 10, 11], or decentralized machine learning [12, 13, 14]. Maintaining their ability to operate
in the presence of adversarial behaviors, therefore, plays a paramount role in modern systems.

Traditionally, research in distributed algorithms has modeled such adversarial behavior with Byzantine
processes [15, 16]: participants that may deviate arbitrarily from their prescribed algorithm, for
instance by omitting, corrupting, or sending spurious messages. But adversarial behavior, be
it malicious or simply resulting from actual failures, may also affect communication. This is
typically modelled through a notion of Message Adversary (MA). Initially introduced by Santoro and
Widmayer [17], the MA fault model has since then been used in many subsequent works [18, 19, 20,
21, 22, 23, 24, 25].

Almost all research combining Byzantine and Message adversaries considers, however, a synchronous
model [26], which represents an oversimplification with respect to real systems. Only a few instances
address a hybrid Byzantine/MA adversary in an asynchronous network [27, 28, 29]. But contrary to the
oversimpification of the synchronous setting, an asynchronous model often results in overpessimistic
assumptions. This has led to the development of partial synchrony [30] and even to models [31] where
each link in the communication graph may provide different synchrony guarantees.

Similarly, the very notion of message adversary as studied by most research work [18, 19, 20, 21, 22,
23, 24, 25, 27, 28, 29] considers an overly aggressive model in which the communication graph can
continuously change, almost in an arbitrary manner. But luckily, failures or even adversarial behavior
tend to have a more limited disruptive power. For this reason, some authors [32, 24] have considered
weakenings of the message-adversary model: for example, by considering a network that stabilizes over
time.

Goals: This PhD thesis aims to explore more realistic adversarial models for distributed algorithms
that better match the challenges of real systems. We plan to consider mainly the problem of reliable
broadcast, which we have already studied under the classical message-adversary model [29, 28]. But
depending on the interest of the PhD candidate, we may also consider Consensus or other problems in
the message-passing domain. This will involve a number of research directions:

— Explore novel relaxations of the message-adversary model, for example, by introducing the
notion of invulnerable links and nodes, which may, for example, model protected communication
channels or computing devices equipped with trusted-execution environments.

— Consider the whole spectrum of models between synchrony and asynchrony, including partial
synchrony and the newly introduced notion of granular synchrony [31]. In particular, we envision



combining it with a similar but novel notion of a granular message adversary, where different
links exhibit different levels of vulnerability with respect to the adversary.

— Go beyond the notion of a deterministic message adversary and associate each link with a
probability of disruption. This would better model existing systems and may result in making
some impossible problems, like consensus, solvable in the probabilistic setting.

The selected candidate will be able to leverage the expertise of the WIDE team, and in particular
of Davide Frey, Francois Taiani, on the notion of message adversary [29, 28], and that of Achour
Mostefaoui on Byzantine Fault Tolerance and asynchronous distributed algorithms [33].
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