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The security of applications eventually depends on the security of all the abstraction layers upon which they
are built. Formal methods allow for high confidence in such systems and have been successfully applied to prove
functional properties at various levels: at the compiler (e.g., CompCert [12]), OS (seL4 [11], CertiKOS [8]), and
hardware level (e.g. Kami [6], Kôika [5]).

Formal methods can also be applied to security properties to prove the absence of certain classes of vulnerabil-
ities. Such approaches are mandatory for high assurance levels (e.g., EAL6-7 in the Common Criteria, ISO/IEC
15408). One of the challenges is considering the different attacker models and their implications at each layer of
the software/hardware stack.

Researchers in the Inria SUSHI group have been using formal methods to prove security properties at the
software/hardware interface: at the compiler [3, 14, 4], OS [7], and hardware level [13, 2, 10].

We seek a postdoc candidate to conduct research using formal methods to prove security at various soft-
ware/hardware interface levels. A nonexhaustive list of topics that could be explored would be

• proofs mixing compiler (e.g., CompCert) and hardware support to enforce CFI

• proving security of RISC-V enclaves

• proving that our hardware implementation of a RISC-V processor correctly implements the RISC-V ISA (e.g.,
with SAIL [1])

• stating and proving software/hardware contracts [9]

• proofs mixing OS and hardware support for isolation

Research environment The work will be part of the PEPR SECUREVAL project funded by France 2030, which
aims to improve the tools provided to security evaluators.

The postdoc will be part of the Inria SUSHI team in the IRISA laboratory and will be hosted at CentraleSupélec
Rennes, France.

Application Please send your application to Pierre Wilke and Guillaume Hiet. Your application should contain
a resume, a link to your Ph.D. thesis or the presumed defense date, and recommendation letters.

The candidate should have a strong background with formal methods in general and proof assistants in particular.
Knowledge and experience with computer security, compilers, operating systems, or hardware design languages are
welcome.

Salary: gross salary 3000-3200€ (before taxes), depending on previous experience.

Benefits package

• Social security coverage

• Subsidized meals

• Partial reimbursement of public transport costs

• Paid holidays leave

• Accommodation facilities available on campus

• Access to vocational training, social, cultural, and sports facilities and activities
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