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INTRODUCTION

Cybersecurity of critical infrastructures (energy networks, industrial processes, water production plants,
etc.) is a national and sensitive issue. Within these infrastructures, the information collected, transmitted,
and processing results in actions on physical systems whose proper functioning is essential for society.
Beyond the cybersecurity of control systems, which is the first level, it is necessary to extend the security
considerations by considering the possible cooperation between the physical dimensions of the systems,
the sensors, and the information systems. Indeed, physical systems carry information and the possibility of
action. This global consideration leads to the concept of cyber-physical security, which is at the center of
this research project and offers real challenges [1].

These issues can be addressed either by a "cyber security" approach: research in this area that focuses on
physical systems depends on the technologies used. The security challenges are also particular [4,5].
Consequently, it is challenging to evaluate the effectiveness of cybersecurity solutions (detection, protection
of a system, tolerance to an attack). Therefore, researchers often use simulators representing the system or
protocols involved [2,3]. Even if these approaches are tolerable, e.g. for protocol design, it is not reasonable
to work on the resistance to a network attack on a sensor or the analysis of a compromised firmware. No
dataset for the connected objects of an intelligent and zero-net building exists to date. Consequently, the
reproducibility of results is very difficult, and the community cannot rely on such datasets to design their
contributions.

They can also be treated from a control science point of view: indeed, the exchanges between agents can
be complex, but modern control science techniques should allow, by observing them, to understand and
characterize them to set up monitoring procedures to detect a behavior change.

Therefore, one possible course of action is to set up adaptive estimation techniques to detect corruption of
one of the agents of the energy system. These estimations can be done both on the observation of the
physical quantities of the network (energy vector) or the communication signals exchanged by the agents,
thus participating in the cyber-physical security of the energy network.

SCIENTIFIC AND TECHNICAL ISSUES

The "smart and secure room" platform consists of a room, a photovoltaic energy production system, and a
set of sensors that enable the room's users to make decisions. The sensors allow building different types of
networks: short-range (zigbee, z-wave), medium-range (wifi, lora), long-range (IP). This platform enables to
play automation scenarios, for example, to regulate the energy produced and automatically predict the
room's heating according to the users' actions (voluntary ventilation, door opening). Therefore, the platform
is capable of recording scenarios representative of its use and can host simulated attacks.

For a candidate with a "cybersecurity" oriented profile, this research project seeks to achieve the following
objectives:

- To develop a benchmarking platform for cybersecurity analysis of a connected component of an
energy system: evaluation of the degree of software vulnerability, the capacity for intrusion, and
harm in the energy system.

- To collect traces (network, system) for the constitution of a dataset allows to work a posteriori on
detection methods (machine learning, correlation of alerts).

- To propose mediation methods for piloting an autonomous energy building undergoing a cyber
attack.
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For a candidate with a "control-science" oriented profile, this research project seeks to achieve the
following objectives:

- To characterize the nominal behavior of the exchanges between the energy system agents. As
developed within the team [6,7], online parameter estimation techniques are the first track to be
privileged.

- To understand the impact of non-cooperative behavior on these parameters. These studies could
also contribute to identifying the most vulnerable elements of the energy system and those that
can be the most destabilizing for the network.

- To propose real-time methods for detecting changes in the behavior of the various agents. This
detection must allow the rest of the agents to review their organization and their decision-making
because of the agent's corruption to preserve the proper functioning of the network.

SALARY

The annual gross salary is 48Ke.

APPLICATION

Send an email to Jean-Francois Lalande (jean-francois.lalande @centralesupelec.fr) and Romain Bourdais
(romain.bourdais@centralesupelec.fr) with a motivation letter, a short CV, and a transcript of academic
records. The candidate has to have spent more than 18 months out of France since 2018. Only appropriate
and complete applications will be considered.
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