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Context

Clock synchronization is of utmost importance for applications running in a datacenter. It becomes critical for large scale distributed systems (e.g., databases--- RocksDB, Spanner, etc.), where each server epoch will determine the validity of a transaction. Additionally, clock synchronization is critical for fault tolerance protocols such as SMR (state machine replication) that relies on heartbeats to determine the health situation of a state. However, for servers in a datacenter, sources of clock inconsistency are numerous. 

The principal source of inconsistency originates from the network devices (mainly switches) that interconnect the different servers. Indeed, a switch performs several tasks and its load continuously vary. Thus, network packet processing can be delayed within a non-determinist interval and lead to the delay of network packets delivery, necessary to ensure clock synchronization. Another source of inconsistency is the kernel network stack, which introduces significant delays for user-space applications that need to process the network packet to synchronize. Despite existing techniques such as NTP (Network Time Protocol) or PTP (Precision Time Protocol), it is hard to achieve a determinist protocol that ensures micro-second level and fault-tolerant clock synchronization.

Objective

The main aim of the PhD is to propose a low-cost, micro-second level, determinist, and fault-tolerant clock synchronization protocol for servers in a datacenter. Our key insight is to use a different path than the network path to be free from loads on network devices. Thus, our starting point is the state-of-the-art of the different usable paths such as Bluetooth. The output of the state-of-the-art phase will be the different parameters of each alternative path such as the additional hardware required, the cost, and operating system support. Based on the state-of-the-art result, we will proceed to design a synchronization protocol relying on the alternative path. Then, we will implement a prototype of the protocol, with an emphasis on efficient kernel drivers to leverage the new hardware and alternate path. We intend to test the resulting prototypes on simulated and real datacenter testbeds.
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