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The use of micro-architectures based on Dynamic Binary Translation (DBT), also called Hardware/Software Co-

Designed machines, allow to completely decouple the micro-architecture from the Instruction Set. In a DBT 

based processor a guest ISA is executed on the its micro-architecture through the use of a dynamic 

compilation layer embedded within the processor. 

For example, Hybrid-DBT is capable of transparently executing RISC-V binaries on an explicitly parallel 

architecture [3]. The underlying micro-architecture can then be freely customized, as long as the DBT layer is 

retargeted to support it. 

Transmeta and NVidia Denver[1,2] are two examples of such an architecture, and experiments have 

demonstrated that the Hybrid-DBT architecture is up to three times more energy-efficient compared to an 

equivalent Out-of-Order processor [5]. The interest in DBT processors has recently been revived by the Apple 

M1 processor which rely on these techniques to dynamically translate x86 binaries to the Arm ISA. 

The use of HW/SW co-designed machines raises novel security issues. For example, recent work 

demonstrated that a simple software update on the DBT engine can protect against several variants of the 

Spectre vulnerability [4]. Moreover, the DBT engine and the ability to modify the processor offer a simple way 

to transparently insert complex mechanisms in the processor. For example, DBT makes it possible to 
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dynamically apply compiler transformation for protecting against fault attacks (instruction 

duplication/triplication, generation of randomized schedules, etc.). It also enables hardware support for 

protecting against security attacks (for example by supporting Information Flow Tracking) . 

 

However, DBT processors may also create new vulnerabilities linked to the dynamic translation and 

optimization process. Therefore, it is crucial to also build a better understanding of these approach from a 

security perspective. 

The goal of this PhD is to evaluate the type of security issues raised by DBT architecture, and propose 

suitable mechanisms to address them. 
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