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1 Thesis proposal
(1233 words)

Context. Android is now the most used operating system with 86% market shares. Thanks to an
active developer community, the application ecosystem gets bigger everyday. For example, Google
Play Store holds 3.3 million applications with a rate of more than 50 000 submissions a month.
Estimations indicate that more than 75 billions applications were downloaded on the platform in
2016. Consequently, due to its widespread popularity, the Android platform has become a lucrative
target for hackers.

Hence Android constitutes one of the first choice platform to propagate malware threats. Infection
rate on Android devices is constantly increasing spawned out by a dramatic proliferation of malware.
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Nowadays there are no satisfactory solutions to stop the proliferation of malware over Android devices.
It constitutes a severe threat to any businesses. It may interrupts and disables applications, retrieved
and spoofed personal information and identity, access sensitive information, control all applications
executing on users’ device, and even overcharge users for functionality that’s widely available.

Next generation of on devices anti-malware protection. Various techniques have emerged
to counter the proliferation of Android malware leveraging either static, dynamic or hybrid analysis.
Static analysis [21] consists in analyzing the application source code without running it. However,
this technique is known for its limitations if applications are obfuscated and/or if their malicious code
is downloaded dynamically at runtime. Alternatively, dynamic analysis technique [20, 30] comes as a
solution to these limitations, and consists in analyzing the actual behavior of the application during
its execution. However, due to their inherent high resource consumption, most dynamic analysis are
performed in-lab [6, 31] as opposed to analysis performed on off-the-shelf devices.

In this thesis, we prone that embedding dynamic analysis directly on off the shelf devices is the
way to go ; it enables to stop threats such as yet unknown malware variants as soon as possible,
i.e as soon as a behavior is detected as suspicious without having identified a particular signature
beforehand (i.e. in-labs) [25,28].

However, performing such analysis is far from being without challenges. The state of the art
solutions that go in that direction suffers one or other of these two problems : they require either
(i) a customized Android system [13, 19, 20, 24], which are not provided with off-the- shelf Android
devices, or (ii) a rooted/jailbroken device [25], which is not easily accessible to end users,

Accordingly, our main objective in this thesis is to promote a novel concept of dynamic code ana-
lysis based on dynamic code introspection coupled with concepts of application sandboxing [1] based
on application virtualization to enable efficient monitoring at scale without any firmware alterations,
root privileges while reducing to a minimum modifications of Android applications.

Strong skills on Linux kernel, Android framework, ARM assembly are required to apply.
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