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- Security: definitions and “big picture”
- Example of security weakness: SQLIA
- Security in the development process

- Security requirements

- Security analysis and design

> Security test and validation
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@ Security : general definition

» Protecting information and information systems from unauthorized
access, use, disclosure, disruption, modification, or destruction.

» CIA

» Confidentiality

 accessed, used, copied, or disclosed by persons who have been authorized to
access, use, copy, or disclose the information

* Integrity
 data can not be created, changed, or deleted without authorization
= Availability (and correctness) of

* the information and the security controls (opposite of availability is denial of
service - DOS)

» Confidentiality, possession or control, integrity, authenticity,
availability, and utility.
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@ Vocabulary

» Risk management

» Risk is the likelihood that something bad will happen that
causes harm to an informational asset (or the loss of the
asset).

* A vulnerability is a weakness that could be used to
endanger or cause harm to an informational asset.

* A threat is anything (man made or act of nature) that has the
potential to cause harm.

» A security mechanism is the implementation of a security
requirement (e.g. access control rule)

—senst | get
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oSecuring a web application
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oSecuring a web application

Hacker

Misuses the application (when
the security palicy is weak)

Tries to attack using expoits
(sgl injection) ..

Components
(Securty mechanisms, 5 Use
sacurity policy)

L

Innocant usear

securily Collsborate {Security policy)

’ Components I \ﬁ——/
(Security meachanisms,
Uses the sacurity policy) I Use
application, does Interface
not attack

Application
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cLes couches de sécurité

Application | o
Mecanismes de securisation
du code, la logiqgue métier ...

Systeme o _ |
Antivirus, anti-spyware, anti-
malware ...

Réseau |
Cryptographie, pare feu,
protocoles securisés, IDS ...
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oSecurity weakness : an example
(SQLIA)

Hacker

Misuses the application (when
the security policy is weak)

Tries to attack using expoits
{sgl injecton) _..

Components
(Security mechanisms, Lisa
security policy)

Innocant usar
| I
{Input
walid, . )
ﬁecurityir Collaborate (Security palicy)
profec, I—
| |
Components I \—//
(Security meachanisms, 0
Uses tha sacurity policy) I &
application, does Interface
mot attack

Application
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oL'injection de code SQL (SQLIA)

> Caracteristiques

. Cause : Requétes dynamiques utilisant les entrées de
I'utilisateur non filtrées

. Code SQL injecté par l'utilisateur et compilé dans la
requétes SQL.

. Conséquences: modification, détournement des
donnees voire suppression.

> Exemple:

. La requéte :
. select * from users where login ="' + varLogin + ',

. L'utilisateur entre la valeur:
. 'or1=1

. La requéte devient une tautologie: |
. select * from users where login =" or 1=1; =sonst
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°SQL Injection countermeasure

> Input validation methods

» Massage data to get valid data:

. Add a ‘\' before all malicious characters
« The character will not be interpreted (- - becomes /--")

. But, the list of malicious character is not final (new unknown character may be
used such as ‘# which has been introduced to deal with dates)

« Reject illegal characters: delete all malicious characters
(like ' or --)
. Same problems with the previous approach

« Accept only authorized characters

. Will always work.

. But we will need to refuse to save in the DB names like (o'connor) and no
words containing — or \

. => Best method is to combine the last two approaches.
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o SQLIA : Contre-mesures avancées

> Plusieurs techniques avanceées utilisant des
meécanismes de sécurité indépendants de
I"application
. Static vs. runtime analysis
. Machine learning

. SQL Rand
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cAdvanced approaches

» combining static and runtime analysis.

. SQL Finite State Machine (SQL-FSM) is created for all
gueries statically by scanning the code.

. These SQL-FSM are compared to dynamic query at the
execution

. If the model i1s not the same, then the attack is detected.

~
.EELF. [T_ idenifler FROM . .‘::I.rn.'.';'if.r_lﬂﬁ‘l']-]EFtE_f__ idensifier
Static model . R R * flogin}
o= ' i censti fher '
0O ~C———®
&+ Attack detected
/
= ' idenafler ) OR  _ idemnfer .
Observed U hacker) < -0 Uy U
behaviour 9 = _ idenafer —
I -} T -} -
'--' ot

— o
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cAdvanced approaches

Machine learning based approach

. based on the idea that an application always performs the same types and
models of SQL queries

. if a new kind of query is performed then this is an indicator of a possible
SQLIA.

. This approach works as follows:

. During a training period the security mechanism learns all the models of queries that
can be performed by the application.

. The security mechanism monitors checks every query performed by the application
to see if it is linked with an already known model. If it is not then an alert is raised.

=,

Webserver

O— Provider H Parser HFeature Selector

v Y

Y
SELECT x FROM y
WHERE a="User' AND
b=3 OR c="sir"

~Models
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° SQLIA : Contre-mesures avancees

. Plusieurs techniques avancees utilisant des
meécanismes de securite independants de
I'application:

. Exemple : Basé sur la randomisation des requétes (une clé)
(SQLRand

. Un exemple SQLRand:

. La requéte :
. select * from users where login ="' + varLogin + '
. Randomization de la requéte (la cle est 123)
. select123 * from123 users where123 login ="' + varLogin +
. Eninjection ' or 1=1:
. select123 * from123 users where123 login =" or 1=1; (=>or123)

. La requéte erronée => echec de l'attaque
—sonst | get
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eMorality and objectives

Analyse security requirements
Expert knowledge useful
Design for security

Test security

Criticity of the development process
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oSecurity in the development process

/’

Requirements

Analysis Model

v

Design & Deployment Models

Design,
implementation
and test

Code [¢

A
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cSecurity requirements: a library management
system

» offer services to manage books in a public library

- books can be borrowed and returned on working days. When the library is
closed, users can not borrow books. When a book is already borrowed, a user
can make a reservation for this book. When the book is available, the user can
borrow it.

> managed by an administrator ( create, modify and remove accounts for new
users).

» A secretary who can order books, add them in the LMS when they are delivered.
The secretary can also fix the damaged books (maintenance days)

» The director of the library has the same accesses than the secretary and he can
also consult the accounts of the employees

- The administrator and the secretary can consult all accounts of users.
» All users can consult the list of books in the library

»  Three types of users: public users who can borrow 5 books for 3 weeks,
students who can borrow 10 books for 3 weeks and teachers who can borrow
10 books for 2 months

wienst | get
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oSecurity policies: Access control
models

> Informal definition:

. Express permissions or prohibitions for people to
access any of the resources of the system.

- May take into account the circumstances or
contexts (delegation, temporal or spatial
properties)

. In the LMS, we must distinguish between working
days, holidays and maintenance days.
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- OrBAC : Organization based access control.

> Rules of permission, prohibition or obligation

. Rule signature : the organization, the role, the activity,
the view and the context
. Permission(org,role,activity,view,context).

. Example:
. Permission(Library,Borrower,Borrow,Book,Holidays).

- Hierarchies, rules derivation and conflict
management.

> A tool : MotOrBAC
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cOQrBAC

q Borrovver Sctivity

ﬁi} Borrovwer % default - ﬁ EorrowBoak
..... ﬁf} Student % HD"C]E':."S ,ﬁ RezerveBook
..... j Teacher ) ReturnBook
B Tovouwwes e
q Aciminschivity
----- ‘ﬁff' Secretary % haintenancelbay

e ﬁ Managelcoess

""" ﬁi}' Director >$ Crestedccount

..... Contexts :
diiﬁ‘ Administrator e Qg haclify Accaunt
Elﬁ Personnel&ctivity
Roles reee =ululs i
o q DeliverBook
o BorrowwerLccount - ﬁ!’ FixBoak
R Perszonnelsccount - qg ConzutBorrower Account
Views it
Activities

» 20 primary rules, 22 derived rules, 35 concrete rules

> Examples of rules

> Permission(Library,Administrator, ModifyAccount, BorrowerAccount, WorkingDays).

- Permission(Library,Personnel, FixBook, Book, MalntenanceDay) sisnct g
CRT
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oSecurity policy — class model

1 o
Detault Priority
.1
- * 1y Status
Palicy Pule .
1 1 1 1 1 1
Role Permission Context
Name Mame Mame
B B O T
1 1
role — context
Activity Resource
Mame Mame
KCHITY resoLrce
Subject Activity Resource Context
Instance Instance Instance lnstance
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@ Security policy: conclusion

» Express security requirements in terms of access control
policy

» Requirements are not the final product !

> Key issues: how to
= design a secure architecture ?
» implement security requirements ?

= Validate that the final system is consistent with requirements
?
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*Design and architecture

> Conceptual representation in three parts

SP

- )
2~ PDP

(1)

user

(3) ™ Business logic

SP: Security Policy
PDP: Policy Decision Point
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@ Ideal architecture for a secure system

» Low coupling between security mechanisms and
business objects

» Traceability between security requirements and security
mechanisms

» Separate security components:
= Control and correction
= More evolvable
» BUT : the business logic design must be flexible
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User interfce layer

Web pages

JSP, Servlets
files

v

Business services layer

Business services
classes

—gs BUSINESS objects

v

olmplementation: the LMS architecture

Data access layer

Data access
objects

Data transfert
objects

Access ,modify

/‘i\

N~

DATA

-

Java
3200 lines of code
62 classes
335 methods.




User
Role * 0.1 [tbormow()
+resenvel)
-+
UserRole '+ deliver() 0.1«
& +oiveBack()
+setRepaired])
+setDamaged()
* Account
= Borrower -UsarAccount
5 Personnel
cFunctional
u [ |
es I g n N T BorrowerAccount PersonnelAccount
= - Administrator Director Secretary
business objects ] s
1 Book J
1 EnmeetSete—eag
+executel) 1
BookState reetCurrentSiate() * -Commands
treservel) ainterfaces
+borrowl} BookEvent
+oeliver|) +execite|)
+oiveBack()
i) £|}'
| Lﬂ:‘. 1
Available
Borrowed Fix Borrow Reserve Deliver
+resenve|)
:;?'?'?chfllﬂ :ﬂb:{;w[; +execute() +execute|) Fexecutel) +execute()
[ |
Reserved Ordered BeingFixed SetDamaged SetRepaired GiveBack
+reserve() +reserve ) Freserve ) +execute|) Fexeculel) +exacute])
+borrow) +clediver) Hdelivern)




Ecole Nationale Supérieure des Télécommunications de Bretagne

cBusiness services

- bookService
. provides : reserveBook, borrowBook, returnBook.

> Interface et bout de code
public void borrowBook(User user, Book book) {

Il call to business objects
// borrow the book for the user
book.execute(Book. BORROW, user);

// remove the book from reserved
user.getReservations().remove(book);

Il call the dao class to update the book in the DB
/[ update book in the DB

bookDAO.insertBorrow(userDTO, bookDTO);
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elmplementation: the PDP

User interfce layer

JSP, Servlets

Web pages files

v 4 .| Orbac policy
PDP

Business services layer

Business services

classes Business objects

v 1

Data access layer

Data access Data transfert
objects objects

Access ,modify /j—\

N~

DATA
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*PDP implementation
\
> check the security policy when a business service is called

- bookService
. provides : reserveBook, borrowBook, returnBook.

> Code

public void borrowBook(User user, Book book) throws SecuritPolicyViolationException {

Il call to the security service (security code)

ServiceUtils.checkSecurity(user,
LibrarySecurityModel. BORROWBOOK_METHOD,

LibrarySecurityModel. BOOK_VIEW,
ContextManager.getTemporalContext());
Il call to business objects
// borrow the book for the user
book.execute(Book.BORROW, user);

// remove the book from reserved
user.getReservations().remove(book);

Il call the dao class to update the book in the DB
/[ update book in the DB
bookDAO.insertBorrow(userDTO, bookDTO);

get

R
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*Policy Decision Point

sinterfaces
— SecurityPolicyServicelnterface
iniErraces - - = =
. +chackSacurtyPolicyiroleClass, Activit thod, Class, ContextClass
SecurityModelInterface -USes o Al — cr“w}yﬁmﬁiﬂw - - L
+define SecuntyModaiMappingy)
+getAuthorizations()
+inithMappingy() 1
+ioadSecunityRulas()
SecurityModel
4 SecurityPolicyService
ereateAuthFromRS[ResultSet)()
+oadSecurityRules() )
AN

LibrarySecurityModal

+HnitMappingl)
+defineSecurityModelMapping()
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*PDP contexts

» Le contexte est une notion qui n’est pas nécessairement
connue du modeéle meétier (business objects)

» Doit apparaitre explicitement dans le PDP

ContextManager Context

+getTemporalContext(): Context |-contexthame: String
+getDefaultContext(): Context +getContextName ()

A

DefaultContext WorkingDay| |Holidays MaintenanceDay
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cMapping table

> Maps OrBAC concepts to business objects (traceability)

. The library system (Application entity -> OrBAC entity)

. Roles
. Student class -> Borrower role
. Admin class -> Administrator role
. Activities:
. updateUserAccount method -> Update activity
. updatePersonnelAccount method -> Update activity
. borrowBook method -> Borrow activity
. Views:
. Book class -> Book view




*PDP Initialization

bookService

initSecurityModel()

mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm
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LibrarySecurityModel

““““““““““““““““““““““““““““““““““ }

loadSecurityRules ()
—

initMapping ()
—

initSecurity Service(librarySecurityModel)

Create |

.
. o
=
I
a "
-

mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm

SecurityPolicyService

Create |
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cPDP and business logic interactions

bookServioe Sarvicelltils SacuriiyPolicyService urityPolicyfdadel
| ]
| - | |
: barraowBook() checkSecurity{user, activityClass, viewClass context) CheckSecurity
t = Ll
|
| .
| getMapping
| ™
: The current context Is holidays Return orBAL entities
|
: getAuthorzations
| ™
| Return authorizations
|
I Fetum auth. type
| L)
I Throws a security policy violation exception()
I -
|
|
|
|
|
|
|
|
|
|
|
|




Business objects

User
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°PDP and business logic: logsely coupling

M
rint rf>
@ crace 9 bookService.borrowBook(u, b)

bookService

Business services

. Encryption

\4

ServiceUtils

PDP

SecurityPolicy
Service
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*The problem of legacy systems

» Existing system

»Large scale

» Documentation incomplete

» Access control policy partially known
» Need for evolution/migration/merge

» Problems of design flexibility
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Bl © Legacy systems: Business design flexibility
o\
* rules may be written in code or implicit in the class
model.

 Example of hard-coded design: adding
permission(library, secretary, update, account, default)

» By construction, a secretary cannot updatePersonnel Account
* The server class (the facade) does not provide this service

Personnel

Z}

. * access *
Secretary Director PersonnelAccount

+ updatePersonnelAccount(accountf)
+ consultPersonnelAccount()

Server
+ updateAccounts(director, account) q-l- ge-l-
lgne | s'fml

+ consultPersonnelAccount(director)
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*How to test security

- Explained in a course dedicated to software testing
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@ Security policy testing

o iy
ﬂ{’ Barrouwer & ctivity

ﬁf} Borrowrer % defaul >Gég BorrowBaook
> ----- nﬁ} Stucent % Holidarys ’ﬂ;g ReszerveBook
...... § Teachsr v ﬁ{? ReturnBaook

r Per=o

......

- %};; A security policy
f.i\

‘":;5 MIOCHTY S CCOuUrnt

Roles Eﬂ;r? Personneltotivity
Book > ----- ﬂ:g DeliverBook
[ Borrovwer Account ..... O},’ FixBook
Perzonnel&ccount L Qg ConzutBarravwer Accaunit
Views L
Activities

\ 4

Test cases

| t t .
User interfce layer
JSP, Servlets
Web pages files
Business services layer
Business services N N
classes Business objects
<
v T <
Data access layer
Data access Data transfert
objects objects
T

Access ,modify
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@ Test case: an example

> Intent

= permission for a borrower to borrow a book the working
days.
» Test sequence

» create the sequence reaching the context of a working day,
* make a borrower borrow a book.

» Oracle

* interrogate the security mechanism and check that the
permission has been computed and given to the borrower.

—senst | get

R
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® Test criteria

» Functional test cases
» system tests, generated based on the use cases.

» CR1
» a test case for each primary access control rule of the security model.

» CR2

» atest case is generated for each primary and secondary rule of the
security model, except the generic rules.

» Advanced SP test cases
= exercise the default/non specified aspects of the security policy.
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@ Reusing functional test cases for
security purpose ?

» Reusing the test input sequence
» Modifying the intent and the oracle

» Incremental strategy: It denotes the strategy for
producing security test cases which reuse existing test
cases.

» (In the other case, the strategies are independent)




ﬁfr Borrowwer
o m Stucdent
ﬁf} Teacher

ﬁfr Perzonnel

ﬁ:} Secretary
m‘ Directar

i} Acministrator

Roles

% default
% Holidsys
% WorkingDays

MairtenanceDay

Contexts

Eiook
BorrowerAccount

PersonnelAccount

Views

q BorrowerActivity

; ﬁBorrowBook
s ReserveBook

@f sminactivity

: QManagaAccess
q Createdccourt
@2 modityaccourt
E‘q Personnelfctivity

& * DeliverBook
----- @2 Fixook

----- q ConzultBorrower Account

Activities
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8 chrtert
mﬁ 4k} Borrower

3 Shudact

i Bomawer % cefault
i [ ™
e
)
i

B P
h ii: mﬁ iﬁ}audem
ik Teacher
F ‘ﬁ iif
i  Persannel (
L i secretary

% default @ BorrowBook
o
]

)

)

@ Security policy mutation analysis

Qg Borrower Activity

@ BorrowBook

af _—
Qg Borrower Activity

af _—
@2 Boroweractivty

% detault q BorrowBook

% Holiday= @2 ReserveBook
% wWaorkingDays : sﬁe«urnBouk

Q8 sominactiviy
% Mairtenancelay A

- Monagehocess

[ mwmur Book * Crestedccount
i Acministretor Contexts @ Worityacoount
BorrowerAccount I AGEOU
, 5-@% Personnelactiviy
Biook i@ DelverBook
Borrowver Account ﬁrixsook
Personnelfccourt s ConsultBiarrower Account
Views

Activities

Mutants implementation

User interfce layer

Web pages

JSP, Serviets
files

v

Business services layer

classes

>
F >\

VA ss services
<

v

¥

Test cases

a

Data access layer

Data access
objects

Access ,modify
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@ Mutation operators

» Simulating access control flaws
= Permission and prohibition — Rule’s type errors (PRP-PPR)

Permission(Library, Administrator, ModifyAccount, BorrowerAccount,

WorkingDays) l

Prohibition(Library, Administrator, ModifyAccount, BorrowerAccount,
WorkingDays)

» Role and context — Parameter errors (RRD-CRD).

Permission(Library, Administrator, ModifyAccount, BorrowerAccount,

WorkingDays) 1

Permission(Library, Teacher, ModifyAccount, BorrowerAccount
WorkingDays) a
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@ Mutation operators

» Hierarchy errors on roles and activities (RPD-ADP)

Permission(Library, Student, BorrowerActivity, Book, WorkingDay)

—

Permission(Library, Student, Reserve, Book, WorkingDay)

» Rule addition for checking tests robustness (ANR)

—

Prohibition(Library, Personnel, reserve, Book, WorkingDay)

= Property : A mutated rule has a higher priority than the
other rules
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® The LMS architecture

User interfce layer

JSP , Servlets

Web pages files

Business services layer \

Business services i ,
classes Business objects

Java

1 i 3200 lines of code
Data access layer > 602 classes
335 methods.

Data access Data transfert
objects objects

Access ,modify /i\

N~

DATA /
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@ Generated operators

Operator category Operator name | Number of
mutants
Basic | Rule type PPR 22
Mutation | changing
operators | operator PRP 19
Rule RRD 60
parameter

changing CRD 60

operator
Hierarchy RPD 5

changing
operators APD S
Rule adding operator ANR 200
Total 371
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® Results

Functiona| CR1 CR2
I

#Test Cases 42 20 35
Overall score with basic security 78% 87% | 100%
operators
Rule adding operator (ANR) 11% 14% 17%
Overall score with all operators 42% 47% | 55%

—senst | get
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@ Functional tests vs. basic security ones

» Functional test cases:
= 78% of basic security mutants

" 11% of ANR

» 7 of the 42 test cases do not trigger security
mechanisms

* Functional tests <> Security Policy tests

> CR2 > CR1:
= 100% MS with basic mutation operators

> None of these criteria are sufficient to kill ANR
mutants
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@ Advanced vs. basic security tests

#test cases | Basic security | ANR
mutants
CR2 35 100% 17%
Advanced sec. 154 59.3% 100%
tests

» Advanced security test cases kill all ANR mutants
— a costly task

« But fail in killing all basic security mutants

« Both criteria are thus needed to be fully efficient in
testing the security mechanisms
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@ Reusing functional test cases ?

Funct Basic Advanced Total
Strategy . Security Security
CR2
Independent - 35 154 189
Incremental from (42) 21 133 196
functional (154)
Incr. from CR2 - 35 133 168

e Incr. from functional : No clear conclusion

 Incr. from CR2 : 15% of effort saved compared to
Independent test generation

—senst | get

R




Ecole Nationale Supérieure des Télécommunications de Bretagne

@ Regression Testing of the system

PDP1

Business logic1

SP2 .., T2
B R
R, P
=
FRr TR,
; PDP2
m— P (3~ Business logic 2
n

SPi: Security Policy i

TSi: Test suite i

PDPi: Policy Decision Point i
TRi:Test rule i
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@ Explicit/hidden security mechanisms

public void borrowBook(User user, Book book) throws SecuritPolicyViolationException {
// call to the security service
ServiceUtils.checkSecurity(user,
LibrarySecurityMode. BORROWBOOK_ METHOD,
LibrarySecurityModel.BOOK_VIEW,
ContextManager. getTemporaIContext())
/[ call to business objects
// borrow the book for the user
book.execute(Book.BORROW, user);
/[ call the dao class to update the DB
bookDAO.insertBorrow(userDTO, bookDTO);}

Public void borrowBook(Book b, User user) {
// visible mechanism, call to the security policy service
SecurityPolicyService.check(user,
SecurityModel. BORROW_METHOD, Book.class, SecurityModel. DEFAULT CONTEXT);
// do something else
// hidden mechanism
If(getDayOfWeek().equals(“Sunday”) || getDayOfWeek().equals(“Saturday’)) {
I this is not authorized throw a business exception
Throw new BusinessException(“Not allowed to borrow in week-ends);} ...}
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@ Explicit/hidden security mechanisms

Personnel

Z}

Secretary Director

* access *

PersonnelAccount

+ updatePersonnelAccount(account)
+ consultPersonnelAccount()

Server

+ updateAccounts (director, account)
+ consultPersonnel Account(director)
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@ Micro-evolutions of a legacy system
access control policy

Test 6~ Test &+
on
Busmess logic 6 6 + Business logic

—ok  SP’, — > gp — SP, ok

ok / \‘SP

ok SP, sP. ok

5— = access control rule removal
5+ = access control rule addition

LRl
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21 PDP1
TS1 ‘ 100% Pass

(3) > Business logic1

Step 2 : reapply test cases to check the security policy « hard-coding » rate

= N
PR m
) X % Pass
TS1 _ Hard-coding rate = x
(1) > Business logic1 x <100

/

SP.IZ Securlty_ qulcy | | PoP) . a legacy system
TSi : Test suite | —sonst | get
PDPIi: Policy Decision Point i ' Bretagne LR
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® Conclusion

= A qualification process

= A first result : specific testing techniques are needed to
guarantee the coverage of access control aspects

» Optimize mutation for security

= Automate the security policy test generation (Advanced
security test cases)

—senst | get

R




Ecole Nationale Supérieure des Télécommunications de Bretagne

® Questions?




