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Abstract

We propose a formal model for embedding information in black-white
images and prove the equivalence between existence of embedding schemes
and covering codes. An asymptoticly tight bound on the performance of
embedding schemes is given. We construct efficient embedding schemes
via known coverings. In particular, one of those schemes allows to embed
up to |log,(n + 1)| bits in coverwords of n bits, changing at most one
bit, which is twice better than [6]. We rewrite some previous schemes
with a look towards their covering structures. Finally, we address the
problem of active warden in a similar way, giving a model, establishing
the relationship with centered codes and concluding by a construction of
schemes resisting to active warden.

1 Introduction

The subject of steganography is the dissimulation of messages, it is a different
one from cryptography which is concerned with transformations of messages but
not hiding their existences.

The success of digital media, transmission, storage,... has led to a wide
work in steganography for the past few years, see [1]. Many methods have
been proposed when the data in which information is embedded is a picture
(e.g. [3, 8,15, 11]). A few of them are concerned with two-color images (see
[17, 6, 10, 13)).

In the sequel, we are interested in embedding schemes using, as coverdata,
binary information in which all bits are equally valuable, e.g. two-color im-
ages. N. Boston wants “to develop a theory of watermarking that in some
ways parallels coding theory” (see [4]), on the contrary, we develop it on the
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basis of coverings and focus on dissimulation — i.e. we are more dealing with
steganography rather than watermarking. The organization of this paper is the
following: in section 2, we state our formal framework; in section 3 we recall
basic facts about covering codes and prove the equivalence between covering
codes and embedding schemes. This equivalence gives us an asymptoticly tight
bound on the performance of embedding schemes (§4). In §5, we propose an
efficient construction of schemes using covering codes and show how some pre-
vious schemes dealing with two-color images [17, 6] can be represented through
covering codes. Finally (§6), still using covering codes, we address the prob-
lem of an active warden, deriving an equivalence with centered error-correcting
codes introduced by Bassalygo and Pinsker in [2], a bound on corresponding
schemes and giving an effective construction.

2 Formal Model

We are concerned with binary information in which all bits are equally valuable.
Let B™ be the set of all binary words of length n, and let d(z,y) = |{i :
x; # yi}| be the Hamming distance between two words x = (x1,...,x,) and
y=(y1,...,Yn) and w(z) = |{i : 2; # 0}| be the Hamming weight of x.

We consider the following model. Alice wants to embed some information
z € X (where X is the set of all embeddable messages) in some binary coverword
v € V. C B”, but in an invisible way, i.e. the resulting stegoword s should look
like v. This last property shall mean for us that the words s and v almost
coincide: the Hamming distance between these two words is small, namely
d(v,s) < T, where T is some threshold value depending on the scheme. Let
us denote the corresponding embedding mapping by E: V x X — S, where
S C B" is the set of possible stegowords. “Embedding” means it is possible
to extract the embedded information x from s, i.e. there exists an extracting
function f: S — X and f(s) = = for s = E(v,z). One can assume w.l.o.g. S
to be B™, otherwise we add the message x to X, and define f(s) = * for all
s € B™\ S. In other words, we regard the absence of embedded information as
a particular message from X.

Definition 1 An embedding scheme with a quality threshold T is a pair of
mappings, an embedding mapping E: V x X — B"™ and an extracting func-
tion f: B™ — X, such that for any x € X and for any v € 'V, the stegoword
s = E(v,x) € B™ has the following properties:

1 fs) =,
2. d(s,v) <T.

This definition means that for any data x and any coverword v, we can “embed x
in v”, and this embedding needs to change not more than 7 bits in the coverword
v to get the stegoword s. Note we do not require to be able to recover v from
s, in general it is not a steganographic issue: v has no interest in itself.



Such a scheme is easily transformed into a hiding one: Let X be an abelian
group, the key shared by Alice and Bob is an element k € X. To hide x Alice
evaluates & = x + k and forms the stegoword s = E(v, ). Bob can find & from
the received (observed) s and then he recovers x as ¢ = & — k.

3 Covering Codes and Embedding Information

In this section we prove the equivalence between covering codes and embedding
schemes: an R-covering code leads to an embedding scheme of threshold R and
vice versa. Let us start from the example of Hamming codes showing how to
use coverings for embedding.

Let 'H be a Hamming code of length n = 2™ — 1 with m x n parity check
matrix H (see [9]). It is known that for any element u € B™ there is exactly
one vector z of weight 1 or less (w(z) < 1) such that z- H® = u, i.e. a Hamming
code is a covering of radius 1. Then for a given coverword v and information
embedded € B™ we find z such that z- H® = z —v- H? and set the stegoword:
s=v+2z Hence,s-H' =v-H'+2-H' =z and d(v,s) = w(v—s) = w(z) < L.
Note, this scheme provides the same amount of information to embed and twice
less amount of changes than [6] (we will return to this example later).

Remark 1 This scheme is perfectly secure in the sense of [5], namely, assume
v is uniformly distributed over B™, then s is also uniformly distributed over
B™.

3.1 Covering Codes

We recall some basic facts about covering codes (coverings for short) [7]. An
(n, M) R-covering code C = {c1,...,cpr} is a subset of B™ such that, for any
vector y € B”, there exists a codeword ¢ € C such that d(z,¢) < R. The
covering C is said to be linear if C is a vector subspace of B™ (over the binary
field F3) and denoted as [n, k] R-covering, where k is the dimension of C. Let
H be a (n — k) x n parity check matrix of C. It is known that a [n, k] code C
is an R-covering if and only if for any element « € B"* there exists a vector
2z € B™ of weight w(z) < R such that u is the syndrome of 2, i.e. u = z- H'.
Denote by rz,(n, R) the largest possible value of r = n — k for [n, k] R-coverings
and similarly let r(n, R) denote the largest possible value of r = n —log M over
all (n, M)R-coverings. Let us recall the following result

Proposition 1

R

R
log Z 7: >—10gn< rr.(n,R) <r(n,R) <log Z n >

i=0 i—0

3.2 Equivalence of Coverings and Embedding Schemes

The key idea of the following proposition is embedding data in the syndrome of
the stegoword, that is change the syndrome of the coverword v to the word x



we want to embed. This can be done by changing at most R bits of v providing
we use an R-covering.

Proposition 2 (From Covering to Embedding) Let C be an [n, kR linear
covering code and H its parity-check matriz. Define f: B™ — B"F by f(s) =
s-H' and E: B" x B"* — B" by E(v,x) = v+ 2 where z € B", w(z) < R
and z - H' = x — v - H'. Then, the couple (f, E) is an embedding scheme able
to embed 2" % different messages in any binary word of length n with a quality
threshold R.

Remark 2 Similar ideas for constructing embedding schemes by means of cod-
ing theory were used in [12], but schemes proposed in [12] have twice larger (i.e.
worst) quality threshold.

Proposition 3 (From Embedding to Covering) Let f be the extracting func-
tion of a given scheme of threshold T. For all x € X, the set U, = {s € B":
f(s) =2} = f~1({x}) is a T-covering and all these sets are pairwise disjoint.

Finally, Prop. 2 and 3 lead to

Corollary 1 Let h(n,T) be the mazimal number of bits embeddable by schemes
using binary coverwords of length n with quality threshold T. We have

rp(n,T) < h(n,T) <r(n,T).

Hence, an embedding scheme (with quality threshold T') is a slightly stronger
condition than T-covering, because embedding scheme generates not a single,
but |X| disjoint T-coverings. But in particular case of linear coverings these two
notions coincide. It will lead us in the next section to derive asymptoticly tight
bound on the performance of embedding schemes.

4 Asymptoticly Tight Bound on the Performance
of Embedding Schemes

Since for any given coverword v only Y (") different (stego)words can be

i
obtained by changing at most T" coordinates of v, then we have the following
Proposition 4 (Hamming bound) For any embedding scheme of quality thresh-
old T, using binary words of length n as coverwords, the number of different
messages M(n,T') that can be embedded is bounded by

M(n,T) < io (:‘) : (1)

Recall that h(n,T) = log M(n,T) and hence this bound can also be derived
from the established equivalence and Prop. 1. The right hand side of (1) is

upper bounded by
27‘LH2 ( %)



for 2T < n, where Hy(x) = —xlogx — (1 — z)log(1 — x) is the entropy function
(see [9, p. 310]). Therefor, we have

T
h(n,T) < nHs <) . (2)
n
Note this is a good approximation of (1) when T grows linearly with n.

For other important case T fixed and n growing to infinity it follows from
Prop. 4 (and Stirling formula) that

h(n,T) < Tlogn —log(T!) , T fixed. (3)

Fortunately there are known constructions of linear coverings very close to
the Hamming bound. In the next section we give constructions showing the
upper bounds are asymptoticly tight.

5 Construction

To illustrate our approach, we construct schemes asymptoticly close to the Ham-
ming bound and look to the covering structure of some previous work dealing
with two color images [17, 6].

5.1 Good Schemes from Coverings

A Hamming code is a [2" — 1,2" — 1 — r|1-code whose parity-check matrix H,
is composed of all column vectors of B” \ {0}. It is known (and easy to verify)
that Hamming codes are 1-coverings.

Recall the direct sum construction. Consider [N, k;]R;-coverings C; with
parity-check matrices H;, where ¢« = 1,...,7. Then their direct sum C =
{(c1y...,er):c; € C;tisa [Ny + - -+ Np, ki + -+ + kr]R-covering with R =
Ry +---+ Rp. Let C be the direct sum of 7" Hamming codes of the same length
N =2"—-1,s0Cisa[NT, (N —r)T|T-covering. Then by Prop. 2, C leads to
an embedding scheme of threshold T, which uses coverwords of length n = NT
and allows to embed T'r bits of information. For T fixed and N (or n) growing
to infinity it means that the scheme can embed asymptoticly T(logn — logT)
bits. On the other hand, the maximum number of information bits is upper
bounded by T logn —logT" (see (3)) and hence (Stirling formula) the difference
between the upper bound and the construction is approximately T loge. Thus
we have the following

Proposition 5 Embedding schemes based on direct sum of Hamming codes are
asymptoticly close to the upper bound (3) (for T fized) and provide approximately
Tlogn bits of embedded information with quality threshold T'.

Recall that random linear coverings asymptoticly achieve the Hamming
bound (see [7, Th. 12.3.4]) in the form (2). Hence in the case of quality threshold
T grows linearly with length n of coverwords there exist asymptoticly optimal
(in number of embedded bits) embedding schemes based on linear coverings.



5.2 A Look at the Covering Structure of Previous Schemes

A few works dealing with two-color images have already be done, we review
some schemes with a look towards their covering structures. For the sake of
simplicity we have slightly simplified those schemes.

The scheme presented in [17] embeds one bit in a block of size m xn changing
at most one bit. To do so, a key is chosen, namely a m X n binary matrix K.
Then, write B a block and B ® K the component wise product of B and K.
A bit is embedded in the parity of the Hamming weight of B ® K: that is a
bit of B is changed to get the right parity. We can do exactly the same with
coverings: choose a parity check matrix of size 1 x mn, composed of a single row
K. The bit is embedded in the syndrome (B ® K) - Kt (viewing B as a column
vector of dimension mn).

One the other hand, the scheme presented in [6] embeds r = log(mn+1) bits
in a block of size m x n changing at most 2 bits with mn = 2" —1. In addition to
a matrix K, this scheme use a m x n weight matrix W which has the property
that the set of its entries {W; ;} is exactly {1,2,...,2" —1}. Given a m x n
binary matrix M, write M ® W the component wise (rational integer) product
and wy(M) the (rational integer) sum of the entries of M @ W. For a block B, r
bits, xg, . .., Zr—1, are embedded in the modular integer b = w;(B® K) mod 2":
write * = xg + 221 + --- + 2" 'z,_1, choose at random two couples (i1, 71)
and (i2,j2) such that changing the corresponding entries in B, namely B;, ;,
and B, j,, increase b by x — b modulo 2" — the property of the weight matrix
ensure the existence of those couples. In fact, this scheme ”hides” the use of
Varshamov-Tenengolts codes [16]. Recall for two given integers, 0 < a < n, the
Varshamov-Tenengolts code VT, (n) is the set of all binary words (c1,...,cp)
satisfying Y"1, ic; = a (mod n + 1). Thus, the code used is VT, (2" — 1).

Note that embedding schemes based on direct sum of Hamming codes allow
either to embed the same amount of bits with twice better quality threshold
(T =1 instead of T = 2) or to embed roughly twice more number of bits with
the same quality threshold.

6 Active Warden and Centered Error-Correcting
Codes

Above we considered embedding schemes that can be easily transformed into
hiding schemes for the case of a passive warden, who can only intercept ste-
gowords sent by Alice to Bob. Now consider the case of an active warden who
can change at most ¢ bits of a stegoword s = E(v, ). Then Alice should embed
the message x in such a way that Bob can recover x from the stegoword s even
in presence of at most ¢ arbitrary (adversary) errors. Hence, the correspond-
ing embedding mapping F: V x X — B" should have an extra property: any
E(ec,z) and E(c,2') corrupted by at most ¢ binary errors must not be mixed
by the extracting function. It leads to the following definition of an embedding
scheme resistant to the active warden.



Definition 2 An embedding scheme with quality threshold T resistant to an
active warden of strength t is an embedding scheme with quality threshold T
with the following additional requirement on the embedding mapping E: for any
v,v" €V and any xz # 2’ € X

d(E(v,z), E@',2") > 2t +1 .

It is equivalent to require that the distance between coverings U, and U, is
at least 2t + 1 (see Prop. 3). This definition is known in coding theory as the
definition of centered error-correcting codes [2]. It can be formulated in the
following way: to find the maximal number M (n, T, t) of T-coverings such that
any two of them are separated by a Hamming distance not less than 2¢ 4 1.

Let us show how embedding schemes based on the direct sum of Hamming
codes can be adapted for this case. The original embedding scheme (see §5.1)
uses the set of all 27" possible syndromes. This set can be represented as the set
of all T' dimensional vectors over the field Fy-. In the following we identify F2,
and B2"". To provide an ability to correct warden’s errors let use for embedding
of information not all possible syndromes but only from a 2"-ary code.

The information to embed, x, is encoded in a codeword v (z), then ¥ (x) is
embedded in the syndrome of the coverword v by adding to v a vector z € B2
such that w(z) < T and z - H® = +(z) — v - H, where H is the parity check
matrix of the direct sum of 7" Hamming codes. To recover z from s = v + z,
perform a decoding on (s - H?).

Proposition 6 Consider a 2"-ary code of length T, correcting t errors (over
For ). Let M be its cardinality. Then it is possible to construct an embedding
scheme with quality threshold T, resisting to t arbitrary errors and embedding
M different messages in (binary) words of length n = (2" — 1)T.

Taking Reed-Solomon code of length T" over For (T' < 2" — 1) and correcting ¢
errors, we have log(M) = (T — 2t)r. Thus, denoting by h(n,T,t) the maximal
number of bits embedded by schemes using binary coverwords of length n with
quality threshold T resisting to ¢ arbitrary errors, we have for T and ¢ fixed, r
growing to infinity,

h(n,T,t)

logon
Remark 3 One can use Algebraic-Geometric codes (cf. [14]) instead of Reed-

Solomon codes to obtain constructive schemes with T and t growing linearly with
n.

T—2t+o0(1) <

On the other hand, an analog of Hamming bound for centered codes derived
in [2] states that the cardinality of such a code (equivalently, the number of
messages which the corresponding scheme is able to embed) is not more than
M(n,T,t) < (7)/(}). Hence under the same hypothesis for the parameters T ¢
and r we have

h(n,T,t)

<T-—t 1) .
logon +o(1)



7 Conclusions

Our formal framework for information embedding in binary strings allowed us to
establish equivalence between the problem of ”binary” embedding schemes and
the problem of coverings in binary Hamming space. Known results in theory
of coverings lead to derive asymptoticly tight bound on the performance of “bi-
nary” embedding schemes and present good, practical construction of schemes.
Some previous works enter in our framework, showing the generality of this ap-
proach. We extend our approach to the case of an active warden and establish
equivalence between this problem and the problem of centered error-correcting
codes.
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