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1. The i0STS model

S = (v, 0 5, Ty with

* Vg: vector of variables > loc
valuations v; of v; in Dom(v)

* Og: initial condition

*3=3UZ,UZ;:

. p=y-x A p<2

alphabet of actions 1nok(p)
with comm. parameters pc P Vs = {loc,x,y} Dom(x)=Dom(y)= Zz

. . O = {x=y=0}
sig(a): type of comm. param Z!S: {lend,!ok,!nok} Z, = {?start, ?a}

*T4: transition relation P={p}
[a(p) : G(vs,p); Vsi=A(vg,P)] Hyp:
action guard assignment « satisfiability of guards is decidable.

also noted [a,p,G,A] * Og has a unique solution in Dom(V)

3

ioLTS semantics of 10STS

(Init,0,0)
Sa 957 Z, TS) /\ N 2 l ostart
=y-X
lend p y' p - (RX, O’O)w‘d
. (=) 7ap) ) 2a(p) ém M ?@(3)\2?(+w) End.0.0)
?a(g/ \?a(e)\‘
p=y-x A p<2
'nok(p) (Cmp,3,0) (Cmp,3,6)
[mokd | 1ok

[[S1] = S = (@.Qy A=) with (Rx30)  (Rx, 3.4)
* Q =Dom(Vg) = Xy evg Dom(v) g
i.e. =<V, ..v> is a vector of valuations
* Qo= {go} where g, =<v,,, ...v,> is the unique solution to Og
*AN={<a,70 | a € Z A 1€ Dom(sig(a))}
e — is defined by: [a,p,G,A]1 € T, q € Q, 1€ Dom(sig(a)), G(q,m)
q-a(m—q =A(q,m
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Runs, traces

S = [[S]] is an ioLTS thus

Runs(S) = Runs(S): g, — 4T g, — %) g, ... € Qq. (A.Q)*

represent executions from the initial state

Tr(S)=Tr (S): proj, . (runs(s))
projection of runs on visible actions

STr(S)= STr(S)= Tr(A(S))

Deterministic i0STS

Def: an I0STS S is deterministic iff its semantics is
a deterministic ioLTS [[S]] Undecidable problem

Def: Sis syntactically deterministic it S has no internal action
and ¥ action a € %, Ne=g p,ag Gt = 0

Prop: S is syntactically deterministic = [[S]] is deterministic

NB: Improvement using over-approximate reachability analysis
Let reach « D reach, if V action a, Ny, p.GpAt] G, N reache = ()
then S is deterministic
(e.g. reach® C |;= x # 0)
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Determinisation of 10STS

Problem: given an i0STS S, construct an i0STS det(S) such that _
det(S) is deterministic and Tr(det(S))) = Tr(S)

Determinisation of i0STS into i0STS is not always possible
(deterministic 10STS are a proper subclass of i0STS)

— Syntactical heuristics
with restrictions needed for termination:
- No internal loop for « g-closure »
— Finite lookahead for « subset-construction »

Symbolic & dosure

Idea: propagate assignments to next observable actions

Gu A (Grr0 An) G A (G20 Aw)
a‘l avl
Ar1o Ay Arz0 Ay
Xx<0
T

X:=X+2 X < 0A X< 0A

x+2<1 x+2 >0

x<1 x>0 — o lc
b I Xi= (x+2)- 1 Xi= (x+2) +1
X:=x-1 X:=x+1
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Determinisation heuristic

Idea: propagate assignments on next transitions until decision

G Gr
o a GuV Gez
Ay Acx 'fi
Ces G2 Gu A (G,t’l ° Au) Giz A (Grz0 Ar)
a; a’2 a’; ayz
Aty Aes Ap10o Ay Aps0 Ay
< x>0
X%O a X<0VxX>0
X:=X+2 X:=x-1 la
x<1 x>0 X<OA(x+2)<1 x>0 A (x-1)>0
'b lc b Ic
X:=x-1 X:=x+1 x:= (x+2) - 1 x=(x-1) +1
9
Quiescence

Problem: explicit quiescence by adding loops with !0
in all quiescent states (no output is feasible)

Transform S syntactically in A(S) such that [[A(S)]] = A([[S]])
Augment guard model with universal quantification
not a real problem

Nae LUz, (Vl:[a,p,G,A] am, G(V1T[))
16

(@M x<n<yvy<n<z)A
&
- (3, nx)
15

x<p<y
la(p)

10
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Simplyfying asumptions

® |0STS are supposed to be deterministic
e Quiescence is not considered

11

2. Conformance Testing Theory with ioco [Tretmans 96]

e Specification: known ioLTS S (semantics of an ioSTS))
e Implementation: unknown ioLTS 1

e Conformance: I ioco S

e Test cases : i0STS TC + Verdict variables
- Execution: parallel composition A(l) || TC
- Verdicts: TC fails 1

e Test generation: gen_test: S — TS={TC, TC2,..}
Requested Properties of TS: TS fails | <+ -l ioco S
(soundness, limit exhaustiveness)

Simplification: an automata/language point of view

12
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Conformance relation

liocoS , Voe STr(S),
Out(A(l) after o) C Out(A(S) after o)

S =(Vs, O, 2, Ty) Conformant traces, e.g.
?start . ?a(4) . ?a(6) . 'ok(2)
p=y-x A p=>2 ?start . lend
fok(p) ?start. ?start
(unspecified input allowed)
x=y=0 ?a(p) ?a(p)
N X:=p y:=p
@ @ @ Non-conformant traces, e.g.
u ?start . ?a(5) . ?a(7) . 'ok(3)
?start . ?a(6) . ?a(8) . nok(2)
p=y-x A p<2
Inok(p)

Prop: 1ioco S < STr(1) N [STr(S) . A2 \ STr(S)] =0

non-conformant behaviours

13

Canonical Tester Can(S) : observer of non-conformant behaviours

1. Add new variable Verd

with initial value none G,;((V') G,”éz";';’) = (Vi G(v.p))
i.e. © A Verd = none vi= AV .p)p --------- ! la(p)

2. V ouputla, Vtcarryingla: B

V= An(vP) Verd:= Fail

e.g. from Cmp:
pZy-XxV p<2
lok(p)
x=y=0

A
Verd=none

STr.,(Can(S)) = STr(S). A®\STr(S)
= liocoS < STr(l) N STrg,(Can(S)) = 0

14
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Test cases, test execution, verdicts and properties

Test Case: deterministic i0STS TC= (V¢, O1¢, 2, T1¢)
+ verdict variables Verd € {none, Falil, Pass, Inconc, ..}
plays the role of an observer delivering verdicts

Tre,(TC): {o € Tr(TC) | TC after o € Fail}
Test suite: (infinite) set of test cases TS={TC,,TC,, ... }

Test execution: TC || A(l) synchronization on common actions

Possible rejection of 1 by TC:
TC fails 1 , STr(l) N Trg,(TC) # 0

15

Test suite properties

Possible rejection by a TC should correspond to non-conformance
and vice-versa

TCfails 1 < STr(l) N Tre,(TC) # 0
I ioco S & STr(1) N Tre,(Can(S)) =0

TS is sound » VI, (liocoS=VTCeTS, - TCfails I)
< U Tre(TC) < Tre,(Can(S))

TCeTS

TS is exhaustive , V1, (VTCe TS, - TC fails 1 = 1 ioco S)
< U Tre(TC) 2 Tre,(Can(S))

TCeTS

16
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3. Test selection for 10STS

TS = {Can(S)} is a sound and exhaustive test suite but
* has too many (infinite) behaviours
» does not allow to control the implementation during testing

= Test selection
e renounce to exhaustiveness in practice,
select a finite TS likely to discover non-conformances
e focus on targetted behaviours of Can(S)
e use test purposes

17

Test purposes

TP = (VsU Vip, Op, Z, Top)
Observer of actions and variables of S
[a(p) : G(Vs, V1p, P); Vypi= A(Vs, V1p, P)] € Tp

Hyp : complete and deterministic

TP+: reachability property TP - negation of

p=2/A\x>3 safety property

fok(p)

true @ Accept:=true

1(p,=2k/(\>;z3)
W@-" —C)

)

* *

p=-10
'nok ‘
true

Violate:

=

18
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General principle

Can(S) -
non-conformance TP TP
observer Reachability Observer Safet;% Observer
can(S) x TP*: can(S) x TP -
TC(S,TP) TC ~(S, TP )
non-conf. and reach. observer non-conf. and safety observer

19

Syntactical product Can(S) x TP

Can(S) = (Vean(s) Ocangsyr 2+ Tean(s)) TP = (VsU Vrp, Orp, 2, Trp)

G1(Vs&p§ Go(Vs:VrpiP)

a(p a(p)

Vg = Ay(Vs,p) V'rp i= Ay(Vs, Vop,P)
O

SP = Can(S) « TP = (Veans) Y Ve Ocans) N O1pr Z, Tean(syxte)

Gl(vslp) A G2(V51 VTp, p)
a(p)

Vg, Vigp> 1=
<A1(Vs,P);AL(Vs, Vrp,P)>

20
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Syntactical product

CanS) «@m» SP , Can(S)x TP

T Verd:=Fail
\ pl
a )
Sink

P=Yy-XApP=2p=yix Ap<2
A(p=2 A x=3 p); P

tok(p)

pP=y-XxAp<2
'nok(p)

x=y=0 A
TP p=2 A 23 . Verd=nagng¢
lok(p)

21

After product we get

e Tr(SP) = Tr(Can(S)) -

* Tre,(SP) = Trg, (Can(S))

* Truaceept (SP) = Tracee,e (TP) N STI(S) ‘

SP is both a non-conformance and reachability observer
but has too much behaviours: (Tr(Can(S))

Goal of selection:

focus on Trp...,. (TP) NSTI(S),
detect unfeasible traces to Accept

Amounts to compute co-reach(Accept)
Undecidable = over-approximate

22
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Syntactical Test Selection (1)

1. Assignment of Pass verdicts

Pass: Tr sqcept (SP) —  Observer of Try...,(SP)

Can(S) x TP G(v,p) A Verd = none CTG
G(v,p) > a(p)
a(p) v:= A(v,p)
v:= A(v,p) Verd :=if Aepe then Pass
else Verd

23

Syntactical Test Selection (1)

1. Assignment of Pass verdicts

SP = Can(S) x TP @

p=y-xAp2=2 =y-
Aip=2Ax23) | PTYXAP<2
1ok(p) nok(p)
tend P=y-XAp>2
AP=2 A x=>3
x=y=0 A ) lok(p)
e gy ENCOI
Wait i
W Verd:= Pass¥ 4
l I oth <
\/erd:=Fail
<_Fal >

24
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Syntactical Test Selection (2)

2. Selection and assignment of Inconc verdicts

coreach(Accept) not computable = compute over-approximation:
coreach® O coreach(Accept)
v assignment A, pre®(A) (coreach®) 2 pre(A) (coreach?)

Idea: pre® (A) (coreach®) = Nec. Cond. to go into coreach®
- pre®(A) (coreach®) = Suf. Cond. to go outside coreach®
C outisde coreach(Accept)

coreach%

= G(v,p) A
G(v.p) - prev(A)(coreach®)
a(p) a(p)
Vi=A(v,p) V:=A(V,p)

25

Syntactical test selection (3): guard strengthening

Rule for inputs of S:
keep conditions leading to coreach?,

< > coreach®

cut other ones (controllable): A{

Rule for outputs of S

keep all conditions (uncontrollable), gy p) A
~pre%(A)

those leading outside coreach® ta(p)

. Vi=A(v,p)
produce Inconc: Verd-=Ineond

26
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Test selection: example
15t over-approximation : control

x=y=0 A
Verd=
none,

Abstraction on control:
only the location is taken

SyX A p<2 into account in coreach®
nok(p)

p=y-x /\p > 2
A(p=2 A x=3)
tok(p)

X Ap>2
=2 A x>3

e
Ver
Pass 7

p=y-xp>2 p=y-xAp<2
A (p=2 A x=3) !nok(p)
l I'oth . 1ok(p) Verd:=Inconc
Verd:= Fail

- T lend Verd:= Inconc

Verd:= Inconc

pry-x Ap>2
x=y=0 A
Verd=nong
—
CTG, (S, TP
1 ( ! ) i ! oth
- Verd:=Fail
27
~_ Test selection: example
2"d approximation computed by NBAC (convex polyhedra)
k\\ k
/TSP A s x TP
Py-xApz2 | PPXAP<2
L A (p=2 A x>3) !nok(p)
tok(p) pred(x:=p)(x= 3)

X= > 3

Veld= p=

noig !

brd=| P=Yy-XApP=24 p=y-x Ap<2
T ~ A (p=2 A x=3) 1nok(p)
T x=3 y-X=2 T tok(p) Verd:= Inconc
coreach® A X3 « Verd:= Inconc

I oth tend

Verd:=Fail Verd:= Inconc
<Fal>
x=y=0 A
Verd=norje
CTG, (S, TP)

! oth
Verd:=Falil

28
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Simplification: over-approximation

reach® of reach(©)

1L . ;
CTG, (S, TP) Simplify guards
PEY-XAP22 | p=y-xAp>2 according to reach®
T A (p=2 A x=3) 1nok(p)
!ok(p) Verd:= Inconc (false = CUt)
Verd:= Inconc
lend
x=y=0 _ Verd=Inconc P=yx Ap>2 NB: semantics is unchanged
Verd= p>3 p=x+2 ApP=2 A x>3
none 2a(p) %(p) tok(p)
Sart X=p [ Ry V=P [cmp) | Verd:=Pass
Waif —\iay
x=y=0  X¥=0 23N yx=2 y-x=2
¥ A x23 A Xx23

ot false false
e 1ok(p) 'nok(p)
erd:=Fail Verd:= Inconc| Verd:= Inconc

lend
Verd:= Inconc

x=y=0/A
Verd
none

CTG,(S, TP)

70th
Verd:=Falil

29

Consequences of over-approximation on test cases

For two abstractions o, and a,
(e.g. a;: control vs a,: polyhedra)
pre® (A) (coreach®) O pre® (A) (coreach®?)
= reach(®)
Tr(CTG) 2 Tr(CTG,) n

coreach;

Less precise approximation =
e More infeasible traces to Accept
* More fail verdicts (all sound)

Limit cases:
e exact analysis:

best guiding to Accept
* no analysis:

no guiding to Accept

reach(©)

30
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Test execution

CTGZ (S, TP) Verd:= Inégﬂn(cj p=2
fok(p)

x=y=0 p> )3 p=x+2
= %a(p) 2a(p) Verd:=P:
Verd art x=p Ry yiop m er ass
none Wait @\
! oth
Verd:=Fail

Inputs: [ 2 a(p) : G(v,p); v:=A(V,p)] : v is known,
choose 1s.t. G(v,m),by constraint solving
send a(1), assign v:=A(v, T)
Outputs: [ ! a(p) : G(v,p); v:=A(v,p)]: v is known,
receive a(m)

evaluate G(v,m)
if true, assign vi= A(v,)  (input complete)

?start . ?a(4) . ?a(6) . 'ok(2) : Pass ?start . ?a(5) . ?a(7) . 'ok(3) : Fail
?start . lend : Inconc ?start . ?a(6) . ?a(8) . 'nok(2) : Fail
31

Verification and Testing

P properties

[

(%]

§ l S2P? y/n/u
s

T ‘ S specification L<

g

S J I conf S ?n/u
>

[}

a)

I implementation

32
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Model-checking a safety property

S Model-checking S 2P 2 reduces to
reachability in S X A_ p (undecidable)

p=y-XAp<2 p=y-x
nok(p)

p=y-xAp<2
Ap#-10
Inok(p)

S 2 - P :7start.?a(10).2a(0).!nok(-10) — (Rx, Violate)
With any abstraction S*2 - P ? is Yes
buts®2-P ; S2-P

Result of S 2 P ? could be Unknown

33

Test selection from a safety observer

Can(S) loth A @& -1iocoS

sx A_p | oth

Verd=Fai

P=y-XAp>2 T 10e0

=y-XAp>2
P y!ok(p?)_

p=y-xAp<2
|
Inok(p) b=y-x Ap <2
I oth Apz-10 .~ A p=-10
\/erd:=Fail Inok(p).” Inok(p)
Fail> p=-10/ s Violate:=true
Inok(p);
A Violate:=true 7 (P=y-XAp<2)
P Verd:=Fail Ap=-10
-~ Inok(p)
[ Violate :=true
* Verd:=Fail

- lioco S
12-P

7 =-10
iﬂ fhok(p) ‘
iolate:=true

Istart.!a(10).
1a(0).?nok(-10)

34
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Some links between Model-checking and Conformance Testing

Test selection using model-checking :
- Sdeter., controllable, P reachability: TC ~ counter-exple of S 2 -~ P
[Engels et al. 97, Gargantini et al.99]
- Extension to coverage using CTL [Hong et al.02] or observers [Blom et al.04]

- Non-controllable case is more complex (this talk)

Checking properties on the implementation

- Black-box checking [Peled et al] : learn I by experiment, model-check I 2 P

35

Conclusion

Simplified and general framework for loco-based Test selection

« For finite ioLTS and infinite 10STS

e Unified For Reachability and Safety Observers
e Using verification: coreachability analysis, over-approximations
e Completing verification (case of safety)

More research work needed for, e.g.

e Theories and algorithms for other models of reactive systems
e.g. with time, data, stack, probabilities ..and combinations

« Coverage : measures, selection
e Links with structural testing techniques

36
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