Claude JARD

Testing Behavioural Pr oper ties of Systems using Model-based V er ifica tion Techniques

Claude J ARD IRISA/CNRS Rennes France

Outline

- Introduction to conf ormance testing (pr otocol ar ea)

- Brief sur vey of popular methods (FSM based, L TS based)

- Extending on-the-fly model-based v er ifica tion techniques

Claude JARD

Conf ormance testing

Domain: reactiv e pr ograms (e.g. pr otocols)

Problem: chec k tha t an implementa tion conf orms to its specifica tion (single entity , ser vice, inter opera bility, ...)

Blac k bo x testing: the implementa tion is only visible b y its interactions with its en vironment

In practice: stimula te the implementa tion, obser ve its behaviour , and tr y to deduce its conf ormance or not to the specifica tion. => err or detection

Claude JARD

Who tests conf ormance ?

Developer s, provider s, bef ore mar ket

Users to chec k the corr ect behaviour

Telecom supplier s bef ore connecting a pr oduct to the netw ork to pr event crashes

Independent test la bora tories accr edited to pr ovide implementa tion cer tifica tion

Claude JARD

The ISO 9646 methodology

OSI Conf ormance T esting Methodology and Frame work.

Originally de veloped f or testing ISO pr otocols , it a pplies f or a large v ar iety of systems . It is composed of se veral par ts :

- Introduction and general concepts - The test specifica tion pr ocess - Definition of TTCN nota tion - Execution of tests - Requir ements of test la bora tories and c lients dur ing the conf ormance chec king

Claude JARD

IS-9646 methodology

Protocol specifica tion (standar d)

Test genera tion

Conf ormance

test suite

Test

Tester

Implementa tion

Verdict

Implementa tion pr ocess

Testing pr ocess

Code genera tion

to test

implementa tion

Test e xecution

Test pur poses

Test ar chitectur e

Claude JARD

Local test method

Claude JARD

Distributed architectur e

Claude JARD

TTCN : an e xample

Nr Lab. Behaviour descr iption Refs. Verdict 1 dr!deta b, Star t terr, tac k, teta b deta b0 2 de? eta b, Cancel teta b, terr eta b1 3 dr? ac k, Cancel tac k 4 L1 de! dconn, Star t tconn dconn2 5 dr? conn, Cancel tconn conn3 (PASS) 6 dr!dlib, Star t tlib dlib4 7 de?lib, Cancel tlib lib5 PASS 8 ?tlib FAIL 9 ?tconn FAIL 10 ?tac k FAIL 11 dr?ac k, Cancel tac k, terr 12 de? eta b, Cancel eta b eta b1 13 goto L1 14 dr?err , Cancel teta b, tac k, terr INCONC

Claude JARD

Nr Lab. Behaviour descr iption Refs. Verdict

Claude JARD

Motiva tions f or formal conf ormance testing

Sta te :

- most conf ormance tests ar e wr itten b y hand ⇒ high cost (a complete test suite is composed of se veral hundr ed test cases . Writing test cases is long and r epetitiv e) - no c lear definition of conf ormance ⇒ biased v erdicts - 20% of test cases ar e consider ed err oneous Thus automa tion from f ormal specifica tions can be pr ofit ear ning

- USE FORMALSPECIFICATIONS (SDL,LOTOS, ESTELLE, ...) - FORMALIZETHETESTPROCESS - DESIGN ALGORITHMSFOR AUTOMATIC GENERATION

Claude JARD

Brief sur vey on the algor ithmic aspects of automa tic genera tion based on FSM

Using automa ta, languages and traces (cir cuits)

Algebraic methods : pr eor der s and behavioural equiv alences (“test theor y”)

Claude JARD

Automa ta based methods

Specifica tions and implementa tions ar e modelized b y Mealy machines (input-output FSM)

Principle : test each transition of the specifica tion and link ed all these tests into a single test sequence Single transition testing :

- br ing the automa ton in sta te s , - a pply input i and chec k the output o (detects output errors) - identify s’ (detects transfer t err ors) i/o s s’

Claude JARD

Var iants (most popular)

Transition tour :

- no sta te identifica tion - strong conne xity is requir ed - Chinese postman pr oblem : find an Euler ian pa th of a symmetr ic augmenta tion of the automa ton. P olynomial.

Unique Input Output sequences (UIO) :

- a sequence UIO is associa ted with each sta te s’ which distinguishes s’ among the other sta tes - minimality and str ong conne xity is requir ed - Rural Chinese postman pr oblem. P olynomial.

Claude JARD

Other s

Distinguishing sequences (DS) :

- sta te identifica tion - does not e xist in general

Character izing sequences (W) :

- sta te identifica tion s’ b y a set of sequences W such tha t for all s”, it e xists cs in W tha t distinguishes s’ fr om s” - for minimal and completely specified machines

Claude JARD

Transition tour

Chinese postman : find a cir cuit of minimal length containing all the transitions = Euler ian pa th of a symmetr ic augmenta tion - symmetr ic aug. : optimiza tion pr oblem. P olynomial - Euler ian cir cuit : linear a/x.c/y .b/z.a/y .c/y .a/z.c/y .a/x. b/y .b/x.a/y .b/y .a/y

v_2

v_1 v_3

v_4 v_5 b/y

a/x c/y b/x

b/z

a/z a/x a/y c/y a/y v_2

v_1 v_3

v_4 v_5 b/y

a/x c/y b/x

b/z

a/z a/x a/y c/y a/y

G Ĝ

Claude JARD

Unique Input Output sequences

v_2

v_1 v_3

v_4 v_5

b/y

b/x

a/x c/y c/z b/x c/y b/x

a/z a/x a/x

Machine de Mealy G^*=(V^*, E^*) UIO : for all vj, w*(vi,UIO(vi)) <> w*(vj,UIO(vi)))

v_1: b/x.a/x v_2: b/y v_3: b/x.c/z v_4: b/x.c/y v_5: c/z

Test(v_1,v_2,b/x) = b/x. UIO(v_2) = b/x.b/y Test(v_2,v_3,b/y) = b/y.UIO(v_3) = b/y.b/x.c/z etc...

PB : find a sequence of minimal length containing every elementary tests

UIO often exist Exponential complexity

Claude JARD

UIO (continued)

v_2

v_1 v_3

v_4 v_5 b/y

b/x

a/x c/y c/z b/x *2

a/z*5 a/x a/x b/x c/y

b/x.b.x.c.z b/x.b/y b/x.c/z ri/0.b/x.a/x a/x.c/z b/y.b/x.c/z a/x.c/z ri/0.b/x.a/x c/y.c/z ri/0.b/x.a/x ri/0.b/x.a/x ri/0.b/x.a/x a/x.b/x.a/x c/y.b/x.c/y a/z.b/x.c/y c/z.b/x.a/x

G’= (V’,E’) avec V’=V et E’= E∪ E_C E_C = {(v_i,v_k,L_l.UIO_j) | (v_i,v_j,L_l) ∈ E

*3

*0 *0

*0

*0

*0

*0 *0

G^{^*}= (V^{^*},E^{^*}): Rural symmetric *0

et tail(UIO_j)=v_k}

augmentation of G’

Optimal test sequence : ri/0 b/x.b/y c/y.c/z a/x.b/x.a/x a/z.b/x.c/y c/z.b/x.c/y ri/0.b/x.a/x a/z a/x.c/z c/y.b/x.c/y a/z b/x b/x.c/z b/x b/y.b/x.c/z b/x a/x.c/z b/x ri/0.b/x.a/x a/z b/x ri/0.b/x.a/x a/z b/x.b/x.c/z ri/0.b/x.a/x a/z ri/0.b/x.a/x c/z.

Computation of G^* : polynomial

n = |V|, m = |E|, m0 = |Ec|

O( n(m+nlog n).log m0/m )

Claude JARD

Adv antages and drawbac ks

Automa tic genera tion. A utoma tic selection of test cases . General c lasses of err ors ar e defined (transfer , output, ...) Possibility to define test co verage BUT Unrealistic assumptions on the FSM vie w of the implementa tion (number of sta tes f or e xample) Requir ements on the FSM vie w of the specifica tion Algor ithmic comple xity => a pplica ble only on small specs (se veral hundr ed sta tes) Does not fit with the industr ial usage (IS-9646)

Claude JARD

Algebraic a ppr oach

Issued fr om pr ocess algebras (Hennessy-Br inskma’ s test theor y) Specs , implementa tions and tests ar e modelled with La beled Transition Systems . Synchr onous comm unica tion Based on a f ormal definition of a conf ormance r ela tion betw een implementa tion and specifica tion Automa tic der iva tion of a “canonical” tester fr om the spec.

Problems :

- ho w to select a r easonna ble number of test cases? - or iginally, does not distinguish betw een outputs (contr ola ble) and inputs (obser va bles). => see ho wever Tretmans’ w orks

Claude JARD

Brinskma’ s canonical tester

Spec S , Implementa tion I, Test t ar e LTS Conf ormance r ela tion :

- I conf S if f : for all w in traces(S), f or all A subset of L I after w r efuses A => S after w r efuses A Examples :_{shil shil}

coffee-button

coffee tea-button

tea coffee-button

coffee

SPEC S shil

coffee-button

coffee tea-button

tea coffee-button

coffee i i t = CAN(S)

shil

coffee-button

coffee choc-button

choc shil

tea-button tea shil

coffee-button

coffee choc

I1 conf S I2 conf S

I3 not(conf) S

Claude JARD

Using on-the-fly model-based v er ifica tion techniques : the TGV e xper iment

(IRISA/Ver imag)

Principles

- Test objects ar e modelled b y IOLTS (strong distinction betw een obser va ble and contr ola ble actions) - Formal definition of a conf ormance r ela tion - Test selection using test pur poses - Corr ection of test cases : (F AIL repor ts non conf ormance, non conf orming impl. might be r ejected b y a test) - Efficient genera tion : linear algor ithms , on-the-fly genera tion Industr ial e xper iments and pr ospects

Claude JARD

Main pr inciples

Specifica tion

Implementa tion

Test pur poses

Test cases

consistenc y (pr eor der)

conf ormance GENERATION

Application of the test on IUT (parallel composition)

Verdict

TP1, TP2, ...

TC1, TC2, ...

(test selection)

Claude JARD

Modeliza tion b y input/output la belled transition systems

Specifica tion S Implementa tion I Test pur pose TP Test case TC modelized b y input/output la belled transition systems (IOL TS)

An IOLTS is a 5-uple (Q ,A_I,A_O,! , q_{init}) with

- Q a finite set of sta tes , q_{init} an initial sta te - A_I and A_O ar e the input and output alpha bets - A = {?} × A_I ∪ {!} × A_O - ! ⊆ Q × A × Q is the transition r ela tion.

Claude JARD

S: IOLTS of the specifica tion

I: IOLTS

TP: deter ministic and ac yclic IOLTS

TC: ac yclic and deter ministic IOL TS a bstracted /inter nal e vents and deter minized

?reta b ! ac k

! eta b

! ac k

! eta b

? rconn

! conn

?r rel

!rel

! err

0 1 2

3 4

5 6

7

? IOLTS

0 1 2 Accept

? rconn ! conn

! reta b ? ac k

? eta b

? ac k

? eta b

! rconn

? conn

! r rel

? rel

? err

0 1 2

3 4

5

6 7 PASS

(PASS)

INCONC

FAIL

?otherwise

?r rel

8

9

with contr ola ble inputs

mirror alpha bets/ S

verdicts contr ola ble outputs

timer s

Claude JARD

Consistenc y of TP / S

A Test Pur pose is a pr oper ty of some sequences of interactions of S tha t one par ticular ly wants to test. The pur pose is the selection of some par ticular behaviour of S. Thus it is not supposed to be sa tisfied b y all sequences .

Consistenc y: weak notion of sa tisfaction (pr eor der):

TP is consistent with S if the set of behaviours of TP is included in the set of behaviours of S and from each state of S corresponding to an Accept state of TP, there is at least a path to the initial state of S.

Claude JARD

Conf ormance

Specification S

Implementations

I_2

I_1

I_2 ioconf S

I_1 not ioconf S

? r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

3 4

5 6

7

? r rel

? r eta b ! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

4

5 6

7

? r rel

? r eta b ! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

4

5 6

7

?r rel

8 ? r rel

! rel

! rel

I ioconf S iff ∀ σ �∈ traces (S), Ο(I after σ) ⊆ Ο( S after σ)

Claude JARD

Principles of the algor ithm

Algor ithm descr ibed b y opera tional rules (à la Plotkin).

Constr uct a D AG b y a DFS of a pr oduct betw een S and TP:

push :

- consistenc y chec king by testing the r eacha bility of states in (Accept, q^S_{init}) ).

pop :

- synthesis of a D AG from states in (Accept, q^S_{init}) while assuming contr ola bility, decor ating some tr ansitions with v erdicts computing the mirr or im age Second DFS of the r esulting D AG

for the placement of timer s opera tions (Star t, Cancel, Timeout).

Claude JARD

Product : test pur pose x specifica tion

Specifica tion S

Test Pur pose TP

?r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

3 4

5 6

7

0 1 2 Accept

? r conn ! conn

? r rel

?r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

?r rel

! rel

! err

00 01 02

03 04

15

26

27

?r rel

20

TP x S

07 !rel 00

00

- cut loops - stop in sta tes (Accept,q^S_{init})

DAG: ac yclic IOLTS

Claude JARD

Synthesis of a D AG b y DFS of TP x S

?r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

00 01 02

03 04

15

26

27

? r rel

20

TP x S

07 ! rel 00

00 ! r eta b ? ac k

? eta b

? ac k

? eta b

! r conn

? conn

! r rel

? rel

? err

00 01 02

03 04

15

26

27

20

Synthesis of the D AG - from sta tes (Accept, Initial)

- contr ola bility of outputs

- mirr or image

- pr eamble, test body and postamble.

?otherwise F ail

INCONC

(PASS)

PASS

⊥

Claude JARD

Management of timer s

! r eta b ? ac k

? eta b

? ac k

? eta b

! r conn

? conn

! r rel

? rel

? err

00 01 02

03 04

15

26

27

20

?otherwise

Fail

INCONC

(PASS)

PASS

⊥

Star t teta b, tac k, terr Cancel teta b, terr Cancel teta b

Cancel tac k

Cancel tac k, terr

Star t tconn

Cancel tconn

Star t trel

Cancel tr el

?teta b?tack?terr

?tack

?tconn

?trel

?teta b

Cancel terr , teta b, tac k

Proper ties:

deadloc k or liv eloc k ⇒ timeout hyp. on timer s values : timeout ⇒ deadloc k or liv eloc k

Claude JARD

Theor etical r esults

Comple xity : linear in time and space / size( TPxS) Consistenc y chec king: the algor ithm a pplied to TP and S retur ns true and constr ucts a test case TC(TP,S) iff TP is consistent with S.

Unbiased test cases: hypothesis on timer s values

TC(TP,S) a pplied to I produces a FAIL verdict ⇒ not(I ioconf S). “Exhaustivity” :

BF(I): bounded f airness h ypothesis on I : ∀ Κ, ∃ n, ∀ σ ∈ ({?} × Α_Ο^S ∪ {!} × Α_Ι^S )^*, |σ| ≤ Κ, ( σ || Ι )^n sho ws all its possible behaviour s.

∀ I, BF(I) and I not ioconf S ⇒ ∃ TP consistent with S such that the algor ithm may produce a test case TC(TP,S) which produces a FAIL verdict if a pplied n times to I .

Claude JARD

Asynchr onous testing

DR ? r etab

trt_etab

DR ! ack

DE ! etab

0

1 2

3 state graph dr ? r etab

dr ! ack

dr ! ack de ! etab

de ! etab

0

2

3 4 5 state graph

beha viour of the spec. of the spec.

of the visible

in its environment

DE communication

Asynchronous

Tester Test

Implementation DR dr

de Under

Claude JARD

On-the-fly genera tion

Problem: sta te space e xplosion when pr oducing the IOL TS of the specifica tion from an FDT .

One solution: constr ucting test cases dur ing the constr uction of the IOLTS of S.

How ?

) access to pr imitive functions of the gra ph constr uction

of a sim ula tor pr oduced b y the compiler ( init, fira ble, succ ).

) integra tion of a bstraction of inter nal e vents and

deter miniza tion dur ing the gra ph constr uction.

Claude JARD

TGV (IRISA- Ver imag)

Test Case

Formalization TGV TEST PURPOSE

COMPILER

Open-Géode

INFORMAL A^{UTOMATON}

TEST PURPOSE

OF THEFORMALIZED

STATEGRAPH

TTCN

FORMAL

SPECIFICATION SDL SIMULATOR

Open-Caésar

CONSTRUCTION

PRIMITIVES init, firable, succ, ...

LOTOS .... ...

...

Claude JARD

Exper iments

Project f or the Fr ench Ar my (Ver ilog, Ca p-Sesa, Cnet, Inr ia) - DREX protocol, a militar y ISDN protocol. - da ta: SDL spec. + test pur poses + manual test cases - genera ting tests and compar ing with manual tests . - Results : identifica tion of some err ors in manual test cases , efficienc y of the genera tion

Other case studies in pr ogr ess:

- SSCOP pr otocol of the A TM inSDL. - Memor y cach pr otocol in Lotos (Bull). - C.A.N. pr otocols in car industr y in SDL.

Industr ial transfer in pr epara tion

Claude JARD

Per spectiv es:

Design of a commer cial tool based on ObjectGEODE (V er ilog), integra ting some adv antages of TGV on-the-fly gener ation, consider ation of the test en vironment, management of timer s.

Expressiv eness of T est Pur poses : which temporal log ic ? Limit the sta te e xplosion: par tial or der methods combined with on-the-fly genera tion ?

Inter opera bility testing: distr ibution of a tester into parallel tester s.

IUT 1 IUT 2

Tester 1 Tester 2