CAV’96- July 31- August 3- 1996 1

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Using on-the-fly v erification techniques

for the generation of test suites

J.-C. Fernandez (Spectr e Verimag Gr enoble France),

C. Jard (P ampa Irisa Rennes France),

T. Jéron (Pampa Irisa Rennes France),

G. Viho (Pampa Irisa Rennes France)

http://www .imag.fr/VERIMA G/ http://www .irisa.fr/pampa/

CAV’96- July 31- August 3- 1996 2

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Conf ormance testing

Domain: reactiv e pr ogrammes (e.g. pr otocols)

Problem: chec k tha t an implementa tion conf orms to its specifica tion.

Blac k bo x testing: the implementa tion is only visible b y its interactions with its en vironment.

In practice: stimula te the implementa tion, obser ve its behaviour , and tr y to deduce its conf ormance or not to the specifica tion. => err or detection.

CAV’96- July 31- August 3- 1996 3

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Motiva tions

Industr ial conte xt:

- most conf ormance tests ar e wr itten b y hand ⇒ high cost. - no c lear definition of conf ormance ⇒ biased v erdicts .

Thus automa tion from f ormal specifica tions can be pr ofit ear ning But academic r esear ch does not help enough:

- unr ealistic h ypothesis - algor ithmic comple xity / size of r eal specifica tions - no significant case study - do not consider the industr ial e xper tise - USE FORMALSPECIFICATIONS (LDS, LOTOS, ESTELLE, ...) - MODELIZETHEINDUSTRIALEXPERTISE - TRYTO AVOID STATEEXPLOSION BYUSING VERIFICATION TECHNIQUES

CAV’96- July 31- August 3- 1996 4

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Main pr inciples

Specifica tion

Implementa tion

Test pur poses

Test cases

consistenc y (pr eor der)

conf ormance GENERATION

Application of the test on IUT (parallel composition)

Verdict

TP1, TP2, ...

TC1, TC2, ...

(test selection)

CAV’96- July 31- August 3- 1996 5

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Modeliza tion b y input/output la belled transition systems

Specifica tion S Implementa tion I Test pur pose TP Test case TC modelized b y input/output la belled transition systems (IOL TS)

An IOLTS is a 5-uple (Q ,A_I,A_O,! , q_{init}) with

- Q a finite set of sta tes , q_{init} an initial sta te - A_I and A_O ar e the input and output alpha bets - A = {?} × A_I ∪ {!} × A_O - ! ⊆ Q × A × Q is the transition r ela tion.

CAV’96- July 31- August 3- 1996 6

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

S: IOLTS of the specifica tion

I: IOLTS

TP: deter ministic and ac yclic IOLTS

TC: ac yclic and deter ministic IOL TS a bstracted /inter nal e vents and deter minized

?reta b ! ac k

! eta b

! ac k

! eta b

? rconn

! conn

?r rel

!rel

! err

0 1 2

3 4

5 6

7

? IOLTS

0 1 2 Accept

? rconn ! conn

! reta b ? ac k

? eta b

? ac k

? eta b

! rconn

? conn

! r rel

? rel

? err

0 1 2

3 4

5

6 7 PASS

(PASS)

INCONC

FAIL

?otherwise

?r rel

8

9

with contr ola ble inputs

miror alpha bets/ S

verdicts contr ola ble outputs

timer s

CAV’96- July 31- August 3- 1996 7

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Consistenc y of TP / S

A Test Pur pose is a pr oper ty of some sequences of interactions of S tha t one par ticular ly wants to test. The pur pose is the selection of some par ticular behaviour of S. Thus it is not suposed to be sa tisfied b y all sequences .

Consistenc y: weak notion of sa tisfaction (pr eor der):

TP is consistent with S if the set of behaviours of TP is included in the set of behaviours of S and from each state of S corresponding to an Accept state of TP, there is a path to the initial state of S.

CAV’96- July 31- August 3- 1996 8

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Conf ormance

Specification S

Implementations

I_2

I_1

I_2 ioconf S

I_1 not ioconf S

? r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

3 4

5 6

7

? r rel

? r eta b ! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

4

5 6

7

? r rel

? r eta b ! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

4

5 6

7

?r rel

8 ? r rel

! rel

! rel

I ioconf S iff ∀ σ �∈ traces (S), Ο(I after σ) ⊆ Ο( S after σ)

CAV’96- July 31- August 3- 1996 9

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Principles of the algor ithm

Algor ithm descr ibed b y opera tional rules (à la Plotkin).

Constr uct a D AG b y a DFS of a pr oduct betw een S and TP:

push :

- consistenc y chec king by testing the r eacha bility of states in (Accept, q^S_{init}) ).

pop :

- synthesis of a D AG from states in (Accept, q^S_{init}) while assuming contr ola bility, decor ating some tr ansitions with v erdicts computing the mir or im age Second DFS of the r esulting D AG

for the placement of timer s opera tions (Star t, Cancel, Timeout).

CAV’96- July 31- August 3- 1996 10

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Product : test pur pose x specifica tion

Specifica tion S

Test Pur pose TP

?r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

0 1 2

3 4

5 6

7

0 1 2 Accept

? r conn ! conn

? r rel

?r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

?r rel

! rel

! err

00 01 02

03 04

15

26

27

?r rel

20

TP x S

07 !rel 00

00

- cut loops - stop in sta tes (Accept,q^S_{init})

DAG: ac yclic IOLTS

CAV’96- July 31- August 3- 1996 11

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Synthesis of a D AG b y DFS of TP x S

?r eta b ! ac k

! eta b

! ac k

! eta b

? r conn

! conn

? r rel

! rel

! err

00 01 02

03 04

15

26

27

? r rel

20

TP x S

07 ! rel 00

00 ! r eta b ? ac k

? eta b

? ac k

? eta b

! r conn

? conn

! r rel

? rel

? err

00 01 02

03 04

15

26

27

20

Synthesis of the D AG - from sta tes (Accept, Initial)

- contr ola bility of outputs

- mir or image

- pr eamble, test body and postamble.

?otherwise F ail

INCONC

(PASS)

PASS

⊥

CAV’96- July 31- August 3- 1996 12

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Management of timer s

! r eta b ? ac k

? eta b

? ac k

? eta b

! r conn

? conn

! r rel

? rel

? err

00 01 02

03 04

15

26

27

20

?otherwise

Fail

INCONC

(PASS)

PASS

⊥

Star t teta b, tac k, terr Cancel teta b, terr Cancel teta b

Cancel tac k

Cancel tac k, terr

Star t tconn

Cancel tconn

Star t trel

Cancel tr el

?teta b?tack?terr

?tack

?tconn

?trel

?teta b

Cancel terr , teta b, tac k

Proper ties:

deadloc k or liv eloc k ⇒ timeout hyp. on timer s values : timeout ⇒ deadloc k or liv eloc k

CAV’96- July 31- August 3- 1996 13

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Theor etical r esults

Comple xity : linear in time and space / size( TPxS) Consistenc y chec king: the algor ithm a pplied to TP and S retur ns true and constr ucts a test case TC(TP,S) iff TP is consistent with S.

Unbiased test cases: hypothesis on timer s values

TC(TP,S) a pplied to I produces a FAIL verdict ⇒ not(I ioconf S). “Exhaustivity” :

BF(I): bounded f airness h ypothesis on I : ∀ Κ, ∃ n, ∀ σ ∈ ({?} × Α_Ο^S ∪ {!} × Α_Ι^S )^*, |σ| ≤ Κ, ( σ || Ι )^n sho ws all its possible behaviour s.

∀ I, BF(I) and I not ioconf S ⇒ ∃ TP consistent with S such that the algor ithm may produce a test case TC(TP,S) which produces a FAIL verdict if a pplied n times to I .

CAV’96- July 31- August 3- 1996 14

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Asynchr onous testing

DR ? r etab

trt_etab

DR ! ack

DE ! etab

0

1 2

3 state graph dr ? r etab

dr ! ack

dr ! ack de ! etab

de ! etab

0

2

3 4 5 state graph

beha viour of the spec. of the spec.

of the visible

in its environment

DE communication

Asynchronous

Tester Test

Implementation DR dr

de Under

CAV’96- July 31- August 3- 1996 15

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

On-the-fly genera tion

Problem: sta te space e xplosion when pr oducing the IOL TS of the specifica tion from an FDT .

One solution: constr ucting test cases dur ing the constr uction of the IOLTS of S.

How ?

) access to pr imitive functions of the gra ph constr uction

of a sim ula tor pr oduced b y the compiler ( init, fira ble, succ ).

) integra tion of a bstraction of inter nal e vents and

deter miniza tion dur ing the gra ph constr uction.

CAV’96- July 31- August 3- 1996 16

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

TGV (IRISA- Ver imag)

Test Case

Formalization TGV TEST PURPOSE

COMPILER

Open-Géode

INFORMAL A^{UTOMATON}

TEST PURPOSE

OF THEFORMALIZED

STATEGRAPH

TTCN

FORMAL

SPECIFICATION SDL SIMULATOR

Open-Caésar

CONSTRUCTION

PRIMITIVES init, firable, succ, ...

LOTOS .... ...

...

CAV’96- July 31- August 3- 1996 17

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Exper imenta tions

Project f or the Fr ench Ar my (Ver ilog, Ca p-Sesa, Cnet, Inr ia) - DREX protocol, a militar y ISDN protocol. - da ta: SDL spec. + test pur poses + manual test cases - genera ting tests and compar ing with manual tests . - Results : identifica tion of some err ors in manual test cases , efficienc y of the genera tion

Other case studies in pr ogr ess:

- Fast r eser va tion pr otocol of the A TM inSDL. - Memor y cach pr otocol in Lotos (Bull).

CAV’96- July 31- August 3- 1996 18

Using on-the-fly verification techniques for the generation of test suites Thierry Jéron

Per spectiv es:

Design of a commer cial tool based on ObjectGEODE (V er ilog), integra ting some adv antages of TGV on-the-fly gener ation, consider ation of the test en vironment, management of timer s.

Expressiv eness of T est Pur poses : which temporal log ic ? Limit the sta te e xplosion: par tial or der methods combined with on-the-fly genera tion ?

Inter opera bility testing: distr ibution of a tester into parallel tester s.

IUT 1 IUT 2

Tester 1 Tester 2