Fault-Tolerancein the Network StorageStack

ScottAtchley Stepheroltesz

JamesS. Plank

MicahBeck  Terry Moore*

Logistical Computingandinternetworking Lab
Departmenbf ComputerScienceUniversiy of Tennessee
Knoxville, TN 37996

http//loci.cs.utkedu
[atchley,sdtesz,plank,mbeckjtoore]@cs.utk.edu

Abstract

This paperaddressethe issueof fault-toleancein ap-

plicationsthatmake useof network storage A network

storageabstractiorcalledthe NetworkStorage Stadk is

presentedalongwith its constitueh parts. In particu-
lar, adatatype calledthe exNodeis detailed alongwith

toolsthatallow it to be usedto implemen awide-area,
stripedandreplicatedile.

Using thesetools, we evalude the fault-toleance
of several exNode “files,” commpsedof variablesize
blocks storedon 14 differentmachiresat five locatiors
throwghou the United States. The resultsdemamstrate
that while failuresin usingnetwork storageoccurfre-
guenly, the tools built on the Network StorageStack
toleratethemgracefully, andwith goodperfamance.

1 Introduction

Many comrrercial and scientific applicdions needac-
cessto remde storageresouces,usuallyvelry large re-
sourcesldeally, theseapplicatimsshouldbeableto ac-
cesshesearesourcesvith thelowestpossibldateng and
highest possiblethroughou. Network resouces,how-
ever, areinherettly unreliabbe. Many factorscontritute
to the network’s unreliablity: theremoteapgicationis
busy or failed,theremde hostis down, theremotenet-
work is corgestedr down, thelocal network is busyor
down, etc. Applicationsthatrely on network resouces
areatthemerg of all of thesepoterial interrugions.
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(LoCl) Lab at the University of Tenresseehas been
working to chang the view of storagein the network,
improving its perfomanceandreliability. As such,The
LoClI Lab hasbeendemorstratingthe power of Logisti-
cal Networkingin distributedandwide-aressettings.

Logistical Networking takes the rather uncowven
tional view that storagecan be usedto augmet data
transmissionas part of a unified network resouce
framework, ratherthansimply beinganetwork-attached
resouce. The adjective “logistical” is meantto evoke
an analoy with military and industrial networks for
themovementof materialwhichrequresthecoschedl
ing of long haultranspatation, storagedepds andlocal
transpotationascoodinateelementf a singleinfras-
tructure [BMPO1].
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Figurel: The Network StorageStack

Our designfor the use of network storagerevolves
arownd the concep of a Network Stoage Stak (Fig-
urel). Its god is to layerabstractias of network stor
ageto allow storageesouicesto bepartof thewide-aea
network in an efficient, flexible, sharake and scalable



way. Its model,which achieres all thesegoalsfor data
transmissionjs the IP stack,andits guiding principle

hasbeento follow thetenetdaid out by Endto-Endar-

gumants[SRC84,RSC98. Two fundamentaprinciples
of thislayeringarethateacHayershoud (a) abstractthe
layersbeneatht in ameanimgyful way, but (b) exposean
apprgriateamoun of its own resourceso that higher
layersmay abstractthem meanindully (see[BMPO1]

for more detailon this appoach).

In this paperwe descrile the lower levels of the net-
work storagestack,anddemorstratethe powerful func-
tionalitiesthat may be achieved underthis design. We
thenfocus on the perfamanceof storing and retriev-
ing files on storagedepotsin the wide-area.ln particu-
lar, we storestripedandreplicatedfiles on 14 different
storageunitsin five localitiesarourd the United States,
and measue the datas availability andretrieval speed.
While thetestsaresmall,they shav the effectivenesof
thedesignanddemorstratethe power of aggreationof
faulty storageunitsfor larger storageneeds.

2 TheNetwork Storage Stack

In this section,we describethe middle threelayersof
the Network StorageStack. The bottomtwo layersare
simplythehardvareandopemtingsystemayersof stor
age. The top two layers,while interesting,are future
functionalitiesto be built whenwe have have moreun-
derstanihg aboutthe midde layers.

21 IBP

Thelowestlevel of the network accessiblstoragestack
isthelnternetBadkplaneProtocd (IBP).[PBB+01] IBP
is senerdaema softwareandaclientlibrary thatallows
storageownesrs to inserttheir storag into the network,
andto allow genericclientsto allocateandusethis stor
age. Theunit of storagds a time-limited appendonly
byte-aray. With IBP, byte-aray allocatim is like a net-
work malloc()call — clientsrequestanallocationfrom a
specificlBP storagesener (or depo}, andif successful,
areretunedtriosof cryptogaphicdly securdext strings
(called capablities) for readirg, writing and marage-
ment.Capabilitiesnaybeusedby ary clientin thenet-
work, and may be passedreely from client to client,
muchlike aURL.

IBP doesits job asa low-level layerin the storage
stack. It abstractsway mary detailsof the uncerlying
physicalstoragdayers:blocksizes storagemedia,con-
trol software,etc. However, it alsoexposesmary details
of theunderlying storagesuchasnetwork location net-
work transienceandthe ability to fail, sothatthesemay
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Figure2: TheL-Bone

be abstractednore effectively by higher layersin the
stack.

2.2 ThelL-Boneand the exNode

While individual IBP allocationsmay be employed di-
rectly by applicaionsfor someberefit [PBB+01], they,
like IP datagams, benefitfrom somehigherlayer ab-
stractions. The next layer containsthe L-Borg, for re-
sour@ discosery andproximity resolution andthe exN-
ode a datastructurefor aggreation. Eachis definel
here.

The L-Bone (Logistical Backbor) is a distributed
rurtime layer that allows clientsto perform IBP depot
discovery. IBP depts registerthemseleswith the L-
Bone, and clients may then quel the L-Bone for de-
pots that have various characteristicsincluding mini-
mum storagecapacityand duration requrements,and
basicproximity requrements.For examge, clientsmay
requestanorderd list of depotghatarecloseto a spec-
ified city, airport, US zipcode, or network host. Once
the client hasa list of IBP depds, shemay querythe
Network WeatherService(NWS) [WSH99 to provide
live perfamancemeasurermants and forecastsand de-
cidehow bestto usethedepds.

Thus,while IBP givesclientsaccesdo remde stor
ageresouces,it hasno featuesto aid theclientin fig-
uring out which storageresouresto emplg. The L-
Bonesjob is to provide clientswith thosefeatures.As
of January20@, the L-Bone is compaedof 21 depots
in the United Statesand Eurqpe, servingroudhly a ter-
abyteof storag to Logistical Networking applications
(Figure 2).

TheexNode s is datastructue for aggegation anal-
ogaus to the Unix inode (Figure 3). Whereashe in-
ode aggegatesdisk blocks on a single disk volume to
compsea file, the exNode aggegatesiBP byte-arrays
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Figure3: TheexNode in compaisonto theUnix inode

to compae a logical entity like a file. Two major dif-

ferenesbetweenexNodesandinodesarethatthe IBP

buffers maybe of ary size,andthe extentsmay overlap

andbe replicated For examge, Figure 4 shaws three
exnodesstoringa 600-bytefile. Theleftmostonestores
all 600 byteson IBP depotA. The centerone hastwo

replicasof the file oneeachon depotB anddepd C.

TherightmastexNodealsohastwo replicas but thefirst

replicais split into two segmerns, oneon depd A and
oneondepotD, andthesecondeplicais splitinto three
segmerts, oneeachondemtsB, C, andD.

In the presentcontet, the key point abou the de-
signof the exNodeis thatit allows usto createstorage
abstractios with stronger properties,suchasa network
file, which canbe layeredover IBP-basedstoragein a
way thatis compgetely consistenwith the exposedre-
sourceapprach.

Sinceour intentis to usethe exNode file abstraction
in anumter of differentapplications,we have choserto
expressthe exNode concreely asan encaling of stor
ageresoures(typically IBP capaliities) andassociated
metadatan XML. Like IBP capaliities, theseserial-
izationsmay be passedrom clientto client, allowing a
greatdegree of flexibility andsharingof network stor
age. The use of the exNode by varying applicatiors
providesinteropeability similarto beingattachedo the
samenetwork file system.The exNode metadatas ca-
pableof expressinghefollowing relatiorshipsbetween
thefile it implementsandthestorageesoucesthatcon-
stitutethe datacompnentof thefile’s state:

e Theportion of thefile extert implementd by apar
ticularresouce(startingoffsetandendirg offsetin
bytes).

e The serviceattributesof eachconstitueh storage
resoure (e.g. reliability andperfamancemetrics,
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Figure4: SampleexNodesof a 600-byte file with dif-
feren replicationstratayies.

duration)

e Thetotal setof storagaesouceswhichimplemant
thefile andtheir aggegating function (e.g. simple
union, parity storageschememore complex cod-
ing).

L ogistical Tools

At thenext level of the Network Stora@ Stackaretools
that perfam the actualaggegationof network storage
resouces,usingthe lower layersof the Network Stack.
Theseoolstake theform of clientlibrariesthatperform
basicfunctionalities,andstand-alor programsbuilt on
top of thelibraries.

Basicfunctiorelities of thesetoolsare:

Upload: This takeslocal storag (e.g.a file, or mem-
ory), upload it into the network and returnsan
exNode for the upload This uploadmay be pa-
rameteizedin avariety of ways. For examge, the
clientmaypartitionthestoragento multiple blocks
(i.e. stripeit) andtheseblocks may be replicate
on multiple IBP senersfor fault-toleraance and/a
proximity reasons.Moreover, the usermay spec-
ify proximity metricsfor the upload sotheblocks
have a certainnetwork location

Download: ThistakesanexNode asinput, anddown-
loads a specifiedregion of the file that it repre-
sentsinto local storage. This involves coalescig



the replicatedfragmentsof the file, andmustdeal
with the factthatsomefragmentsmaybe closerto

the client thanothers,andsomemay not be avail-

able(dueto time limits, disk failures,andstandard
network failures). Download is written to check
andseeif the Network WeatherService[ WSH99

is availablelocally to determire the closestdepds.

If so,then NWS informationis employed to de-
terminethe download strateyy: Thefile is broken
up into multiple exterts, definedat eachsegmert

bourdary. For exampe, the rightmostfile in Fig-

ure 4 will be braken into four exterts — (0,199),
(200299, (300-399) and (400599) Thenthe

download praceedsby retrieving eachextentfrom

theclosestdepd. If theretrieval timesout, thenthe
next closestdepotis tried,andsoon.

If the NWS is not available, then the download
looksfor static,albeitunogimal metricsfor deter
mining the downloading strateyy. If desired the
download may operatein a streamingfashion,so
thatthe client only hasto consumesmall, discrete
portions of the file at atime. Currenly, the indi-
vidual retrievals arenot threa@d sothatthey may
occurin parallel. Adding this capabilityis future
work for the LoCl lab.

List: Much like the Unix Is commaual, this takes an
exNode asinput andprovidesa long listing of the
storedfile’snameandsizeandmetadatabou each
segmen or fragment of the file (individual IBP
capability sets)including offset, length available
bandvidth andexpiration.

Refresh: This takes an exNode asinput, and extends
timelimits of theBP buffers thatcomposethefile.

Augment: This takes an exNode as input, addsmore
replica(s)to it (or to partsof it), andreturnsan
updded exNode. Like upload, thesereplicasmay
have a specifiednetwork proximity.

Trim: This takes an exNode, deletesspecifiedfrag-
mentsandretunsanen exNode. Theseragments
maybespecifiedndividually, or they maybespec-
ified to be thosethat represen expired IBP allo-
cations. Additionally, the frameris may be only
deletedfrom theexNode, andnotfrom IBP.

The Logistical Tools are much more powerful as
tools thanraw IBP capaliities, sincethey allow users
to aggrejatenetwork storageor various reasons:

Capacity: Extremely large files may be made from
smallerIBP allocatiors. It fact,it is not hardto vi-
sualizefiles thataretensof gigalytesin size,split
up andscatteredarourd the network.

Striping: By breakimg filesinto smallpiecesthepieces
may be downloadedsimultaneasly from multiple
IBP depotswhich may perfam muchbetterthan
downloadingfrom a singlesource

Replication for Caching: By storingfiles in multiple
locatiors, the perfaamanceof dovnloadingmaybe
improvedby dawvnloadingthe closestcopy.

Replication for Fault-Tolerance: By storing files in
multiple locatians, the act of downloadirg may
succeedeven if mary of the copiesare unavail-
able. Further, by brealing the file up into blocks
andstoringerra correding blocks calculatedrom
the original blocks (basedon parity asin RAID
systems[CLGT94] or on Reed-Stomon cod-
ing [Pla97), downloadscanberobustto evenmore
compex failurescenaris.

Routing: For the purpsesof schediing, or pertaps
chamging resouce condtions, augment andtrim
may be combnedto effed arouting of afile from
one network locationto another First it is aug-
mentedsothatit hasreplicasnearthedesiredoca-
tion, thenit is trimmedso that the old replicaare
deleted

Therefae, the Logistical Tools enableusersto store
dataasreplicatedandstripedfiles in thewide area.The
actualbestreplicationstratgy — onethatachieves the
bestcomhnationof perfamancefault-coserageandre-
soure efficiency in the faceof changim network con-
ditions — is a matterof future research We view this
pape asafirst steptowardthatgoal.

3 Testing Fault-Tolerance and Per-
formance

To testtheability of the Logistical Toolsto toleratefail-
ures,andto testtheir performane in toleratingfailures,
we perfamedthreeexperiments,using a collection of
IBP detsfromthelL-Bone.

3.1 Test 1. Availability of Capabilitiesin
an exNode

For thefirst test,we monitaedthe availability of aexN-
odefile over athreeday period We storeda 10 MB file
into anexNodethathadfivereplicaseachreplicabeing
dividedinto two to nine fragnents. Thesewerestored
on six machinesn Knoxville TN (UTK 1-6), threein
SanDiego, CA (UCSD1-3), threein SantaBarbaraCA
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Figure5: Testl: TheexNode. Therearefive copiesof
the 10 MB file, partitionedinto 27 segmerts of differing
sizes.

(UCSB1-3),andonein Cambridg, MA (Hanard). The
exactlayou is shovn in Figureb.

We ranatestfrom UTK 1 over threedays wherewe
checledtheavailability by callinglist ontheexNode ev-
ery 20 secondslIn thattime, 16,18 out of the 335880
fragmentschecled wereunavailade at the time of list-
ing, yieldinganoverall sgmentavailability of 9518%.
Individual segment availability ranged from 60.52%6 to
10000%, andis shovn in Figure6. Thefigure clearly
illustratesthat the resouceswere available for a great
majority of thetime. However whenwe look at a snap-
shotof asinglelist, we seethatsometime multiple seg-
mentsareunavailalde (Figure7).
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Figure6: Testl: Theavailability of eachsegment from
UTK 1overthreedays testingevery 20second$12,400
tests).

Thistestshows thatalthowgh individual piecesof the
exNode have widely varying availabilities, the exNode

asawholeshouldachieve a high level of availability.

UNI X> xnd_|l s datalOnb. xnd -b
datalOnb. xnd: dat alOnb 10000000

Srwra 0o 1 HARVARD 3333333 0.80 Jan 11 15:33:48 2002

0
2rwm 1 UCSB- 1 2000000 0 0.67
Sr wma 2 UTK- 2 833333 0 88.47 Jan 11 15:41:47 2002
Srwma 3 HARVARD 833333 0 0.80 Jan 11 15:45:41 2002
Srwma 4 UTK- 2 5000000 0 88.47 Jan 11 15:52:41 2002
Srwma 5 UTK- 5 833333 833333 76.60 Jan 11 15:41:47 2002
2rwm 6 UCSB- 3 833333 833333 0.86
Srwa 7 UTK- 6 833333 1666666  88.76 Jan 11 15:41:47 2002
Srwma 8 ucspb- 3 833333 1666666 0.64 Jan 11 15:45:41 2002

Srwa 9 UCSB- 2 2000000 2000000 0.67 Jan 11 15:35:54 2002

Srwma 10 UTK- 3 833334 2499999 83.98 Jan 11 15:41:47 2002
Srwma 11 UTK- 2 833334 2499999 88.47 Jan 11 15:45:41 2002
Srwma 12 UTK- 2 3333333 3333333 88.47 Jan 11 15:33:48 2002
2rwm 13 UCSB- 1 1666666 3333333 0.67

Srwma 14 Ucsh- 1 1666666 3333333 0.64 Jan 11 15:48:25 2002
2rwm 15 UCSB- 3 2000000 4000000 0.86

Srwma 16 UCSB- 2 1666667 4999999 0.67 Jan 11 15:39:54 2002
Srwma 17 ucspb- 3 1666667 4999999 0.64 Jan 11 15:48:25 2002
Srwra 18 UTK- 5 5000000 5000000 76.60 Jan 11 15:52:41 2002
Srwma 19 Uucsb- 1 2000000 6000000 0.64 Jan 11 15:35:54 2002
Srwra 20 UTK- 6 3333334 6666666  88.76 Jan 11 15:33:48 2002
Srwma 21 UTK- 1 1111111 6666666 1467.61 Jan 11 15:41:09 2002
2rwm 22 UCSB- 1 1666667 6666666 0.67

Srwma 23 UTK- 2 1111111 777777 88.47 Jan 11 15:41:09 2002
Srwma 24 ucso- 3 2000000 8000000 0.64 Jan 11 15:35:54 2002

Srwma 25
Srwma 26

UCSB- 2 1666667 8333333 0.67 Jan 11 15:51:24 2002
UTK- 5 1111112 8888888 76.60 Jan 11 15:41:09 2002

PRPRRERRRERRERERRERRERRERRERRRER R R R

Figure7: Test1: Outputfrom oneof thelist callsfrom
UTK 1. Eachline represents sggmeri. A (-1) in the
third columnindicaesthat the segmentis unavailade.
Numbkbersin the 7th colurm are NWS bandvidth fore-
casts,andthe subsequerdatesarethe byte-aray expi-
rationdates.

3.2 Test 2. Availability and Download
Timesto Multiple Sites

For this test,we storeda 3 MB file in anexNode which
agan had5 copiesand eachcopy had multiple frag-
ments(Figures 8). The samedepotsfrom Test1 were
usedwith theadditionof anoce in Raleigh,NC (UNC).
At afive minuteintenal, we checledthe segmernt avail-
ability by perfaming a list, andthenwe immedidely
timed a download. This test was run from UTK 1
(Knoxville), UCSD 1 (SanDiego), andHarvard (Cam-
bridge)for athreedayperiad.

The availability plots arein Figures9, 10, and 11,
anddisplay someinterestingresults. Sincethe major
ity of segmernts areat Tennesseeye expectto seethe
highest availability numkers from UTK 1, andthis is
the case. Similarly, we expectthe availability numkers
from UCSDto favor the Californiadepds, however, in-
terestinglytherewere more network outagesfrom San
Diegoto SantaBarbarahanfrom Knoxville.

The mostsurgising resultfrom Figure11is thatthe
availability of Harvard sggmens is solow. Thereason
is thattheHarvard IBP depotwentdown for a periodof
time during thetests.Thedepd hasautomatiaestartas
acron job, but during thattime, nore of thetestscoud
getto theHarvardsegmers.

Overall, the sgmentavailabilities were as follows:
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Figure8: Test2: TheexNode. Therearefive copiesof
the 3 MB file, partitionedinto 21 segments of differing
sizes.
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Figure9: Test2: Availability from UTK 1

94.%1% from UTK 1, 90.8% from UCSD 1, and
93.2% from Hanard.

Outof 860downloads,UTK 1 had100% successe-
trieving the file. Sincethe exNode hadtwo comgete
copiesonthe UTK network, mostdownloadscould get
theentirefile without leavingthe UTK campis. Accord-
ingly, UTK 1 saw downloadstimes between0.82 and
18.61 second with an averag download time of 1.29
secondsanda mediantime of 0.96second. Figure12
shavs the mostcomman download pathfrom UTK 1
— thedepotselectedat eachdecisionpointis shovnin
yellow. Whitelinesin themiddleof sggmentsshav non-
obvious decisionpointsof the download. As we would
exped, this pathshavs all depotsfrom Tennessee.

Theresultsfrom UCSD1 weresimilarto UTK 1 with
somevha slower downloadtimes.

In 857 attempts,this site also experienceda 100%
succesgate in downloading the file. UCSD’s down-
loadtimesreflectthe fact that mostof the exNode was
storedoffsite. Downloadtimesranfrom 1.87to 17538
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Figurell: Test2: Availability from Harvard

second with an averageof 4.38secondsaanda median
of 2.63 The mostcomma download pathshaws that
UCSD preferedthe UCSD depotsandthenUCSB de-
pots,(Figure 13) aswould be expected.

Last, althoudn Harvard had betteravailability nunm:
bersthanUCSD, it hadtheworstdownloadperfomance
of all threetestsites: A rangeof 14.77 to 96.87 seconds
with an averag downloadtime of 28.99anda median
of 2792 seconds. This is becausaghe majority of its
segments camefrom offsite.

Like theothertests all of Harvards downloadscom-
pleted. The mostcomnon download pathshaws it fa-
voring the Harvard segmentfor the first third of the
file and UNC for the secondthird (Figure 14). Inter-
estingly it downloadedthe last third from UC Santa
Barbararatherthan the significantly closer University
of Tennesseel.ooking at the bandvidth measuremnts
attheendof thetest,Harnardwasseeing).73Mbits/sec
to UCSBandonly 0.58 Mbits/secto UTK.

Clearly, this testshaws the bendits of usingthe exN-
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Figure12: Test2: Most comma download pathfrom
UTK
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Figure 13: Test2: Most comma download pathfrom
UCSD

ode to improve fault-tderance. The Logistical Tools

took advartage of the NWS bandvidth forecaststo

download from the source with the highestforecasted
bandvidth which maximizel throwghput. Although

we did not measurelateng directly, the differences
in download times betweenUTK, UCSD andHarvard

highlight the importanceof having at least one copy

of the exNode within the local network for bestperfor-

mance And mostimpartantly, in over 2,400 dowvnloads,
we coud alwaysretrieve thefile.

Test 3: Simulating Network Unavailability

For the third test, we wantedto testthe fault-toleance
of theexNodewhenwe simulatecdhighlevelsof unavail-
ability. We usedthe exNode from test2, but we deleted
12 of the 21 byte-arraysfrom their IBP depds, in order
to simulatea high level of resouce failure (machire or
network). TheresultingexNode (Figure 15) has33%to
67%of eachreplicaeliminated.

Even with the eliminatedsegmeris, therearealways
at leasttwo possiblelocationsavailable for the down-
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Figure 14: Test2: Most comnon download pathfrom
Harvard
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Figurel15: Test3: TheexNode. Now 12 of the 21 seg-
mentshave hadtheir IBP byte-arraysdeleted.

loadtool to choosesoin the eventthatoneshouldfail,
evenif it werethecloserof thetwo, theotheris available
for acompeterecovery.

From UTK 1, we checled the availability andthen
downloadedthe file every two and half minutesover
three days. Similar to test two, we saw individual
fragmentavailability vary from 48.24/% to 100%, (Fig-
ure 16). On averag, Test 3 experierced 92.8% say-
mentavailability.

Usingthis restrictedexNode, we wereableto dowvn-
loadthefile 1,150timesbeforewe experienceca down-
loadfailure Outofthel,225 totaltests,only thelast75
downloadsfailed. Thefirst sixth of the file was avail-
ableonly from UCSB 3 andHarvard which coinaden-
tally hadthe worst availabilities (93.88% and 48.24%,
respectiely) of the nine segments. Accordngly, it is
reasonbleto expectfailed downloadsof this segmer.

The successfuldowvnload times ran from 3.8 to
3624 seconds. The averagedownload time was 6.49
second andthe mediantime was 6.03 seconds. The
longertimesaredueto thefactthatthefirst sixth of the
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Figurel16: Test3: Availaklity from UTK 1

file hadto comefrom California. We displaythe most
comma download pathin Figure 17.

0
0 1
UCSB 1 Do
= Harvard u 1
UTK 5
ugsg 2 3
UTK 5 4
uteg3 UCSB 2
5
UTK 6
uesgt1 |7
UTK 4
8 UTK 5 ucsB3
ucsD 3 U3

3Mm8 Based on 1225 downloads

Figurel7: Test3: Most comma download pathfrom
UTK 1

This test raisesthe questionof how much replica-
tion is enoudn. In Test2, we saw thatan exNode with
five replicasyieldeda 100%retrieva rate. Test3 em-
ployedtwo replicaswhich allowedfor almosta 93%re-
trieval rate. Ideally, we could always usea high num-
ber of replica,but in reality, resouresare alwayslim-
ited. Finding the balancimy point betweenthe nunber
of replicafor greateretrievability versusconservirg re-
sourceswill needto bestudied

Conclusions and Future Wor k

In this pager, we have descrited our designof a Net-
work StorageStack,which providesabstractios anda
methodlogy for applicatiors to make useof storageas
anetwork resourceOneresultof this designis theabil-
ity to storedatain afault-toleran way onthewide-area
network. Thiswork s differert from work in distributed
file systems(e.g Coda[SKK*9(Q], Jade[RP93 and

Bayou[TTP*95]) in its freedan from the storages un-
derlying opeatingsysten(IBP worksonLinux, Solaris,
AIX, Mac OS X, andWindows), andits crossingof ad-
ministrative domains.

The softwarefor IBP, the L-Bone, the exNode and
the logistical toolsis all publicly availableand may be
retrievedatht t p: / /1 oci . c¢s. ut k. edu. TheLoCl
lab is especiallyinterestedin attractingmore L-Bone
participants,with the hopethatthe L-Bonecangrow to
overapetabye of publicallyaccessibl@etwork storage.

While the work detailedin this paperdemamstrates
the effectivenessof the methoalogy and software, it
also motivatesthe needfor researchon stratgjies for
replication androuting. For examge, Test2 shavs an
exNode with an excessof replication, whereasTest 3
shavs one with too little replication We view the
decisionmaking of how to replicae, stripe, and route
filesasfalling into therealmof schedling researchand
it is work thatwe will addresin thefuture.

To further improve fault-tderanceusingthe Logisti-
cal Tools, we intendto investigatethe additionof cod-
ing blocks assuppoted entitiesin exNodes. For exam:
ple, with parity coding blocks,we canequipthe exN-
odeswith theability to useRAID techniqes[CLG+94]
to perfam fault-tderant downloads without requring
full replication To rediwce storageneeddurther, Reed-
Solonon codingmay be employed aswell [Pla97. Fi-
nally, we alsointendto addchecksmsasexNodemeta-
datasothat end-teend guaanteesnay be madeabaut
theintegrity of thedatastoredin IBP. All of theseaddi-
tionsarefuture work for the LoCl lab.

Although notdirectly afault-toleanceissue we will
be addirg more securityfeatuesto the exNode andthe
Logistical Tools. Currently the datastoredin IBP de-
potsarestoredin theclear In the future, exNodeswill
allow multiple typesof encryption so that unercrypted
datadoesnot have to travel over the network, or be
storedby IBP seners.
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