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Abstract Bytecode verification is a key security func-
tion in several architectures for mobile and embedded
code, and its formal correctness has been studied ex-
tensively, using dedicated or general purpose theorem
provers.

The goal of our work is to develop methodologies,
techniques and tools to help such formal endeavors. In a,
related effort, we have automated a methodology to es-
tablish the correctness of abstract virtual machines used
by bytecode verification; however, this work did not con-
sider how to construct a certified bytecode verifier from
a certified abstract virtual machine. The purpose of this
paper is to complete the process by certifying the differ-
ent dataflow analyses involved in bytecode verification,
using the Coq proof assistant. It enables us to derive au-
tomatically, and under minimal requirements, a provably
correct bytecode verifier from a reference virtual machine
that performs verification at run-time.

As an illustration of the benefits of our approach,
we present an instantiation of our framework to derive
the correctness of the Java Card platform, which is the
standard de facto for new generation, multi-application
smartcards.

1 Introduction

Virtual machines allow programs to abstract away from
the specifics of the underlying hardware and operating
system and have been brought to prominent use, notably
in the context of mobile and embedded code. In order to
prevent specific forms of programming errors to occur
at run-time, virtual machines often have a safety policy,
enforced statically through bytecode verification.
Bytecode verifiers (BCVs) are key security function-
s in several architectures, and in particular in the Ja-
va platform. Their role is to reject potentially insecure
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programs that may violate type safety, or perform il-
legal memory accesses, or not respect the initialization
protocol, or yield stack underflows or overflows, etc, see
e.g. [18]. Due to the importance of the bytecode verifier
in the Java security architecture, and to the use of Java-
enabled devices in security sensitive applications, the de-
sign and implementation of the BCV must be proved cor-
rect using proof assistants. Over the last few years, the
correctness of Java bytecode verification, i.e. its adher-
ence to the specification of Sun (or variants of it), has
been proved formally by several projects, including in-
dustrial projects concerned with security evaluations for
Java smartcards, see Subsection 4.2.

While such projects have been successful, providing
machine-checked accounts of virtual machines and byte-
code verifiers is labor-intensive, and could benefit from
automated tool support for the most mundane tasks in
developing machine-checked specifications and verifica-
tions of these languages. Our work aims at developing
tools and libraries that help validate execution platform-
s for mobile and embedded code. The research reported
here focuses on specifying and proving the correctness of
bytecode verification, following a methodology that has
been adopted by many projects, see e.g. [1,3,7,17], and
that factors the effort into two phases: a first, platform-
specific phase concerned with virtual machines, and a
second, generic phase, concerned with the construction
of the bytecode verifier proper.

— wirtual machines phase (VM phase): during this first
phase, one provides the specification of a defensive
virtual machine that manipulates typed values and
performs type-checking at run-time (as well as com-
putations), and of an abstract virtual machine that
only manipulates types and performs type-checking.
Then one cross-validates these virtual machines, by
showing that the abstract virtual machine detects all
typing errors that may occur during the execution of
a program on the defensive virtual machine.

In previous work, we have been developing Jakarta,
an environment which supports the specification and



cross-validation of the virtual machines [2], and offer-
s a high level of automation for performing the VM
phase. In a nutshell, Jakarta consists of a specifica-
tion language JSL in which virtual machines can be
described, an abstraction engine that transforms vir-
tual machines (e.g. that extracts an abstract virtual
machine from a defensive one), and an interface with
the proof assistant Coq [10], which maps JSL specifi-
cations to the prover specification language and gen-
erates automatically correctness proofs for the cross-
validation of virtual machines.

— bytecode verification phase (BV phase): during this
second phase, one builds and validates the bytecode
verifier, using the abstract virtual machine defined
during the VM phase. It involves modeling a dataflow
analysis for an unspecified execution function that
meets minimal requirements, and proving its correct-
ness; essentially it amounts to showing that the anal-
ysis will reject all programs that go wrong during
execution. Bytecode verifiers come in several flavors,
according to the policy to be verified, the degree of
precision required, and the resources that are avail-
able for bytecode verification; for example, so-called
polyvariant analyses are used so to account for some
specificities of the Java platform such as subroutines.
In order to cover all possible bytecode verifiers, the
BV phase must therefore show the correctness of the
family of dataflow algorithms that are used for byte-
code verification.

The purpose of this paper is to present a modular
framework for performing the BV phase. Starting from
an abstract notion of virtual machine on which we on-
ly impose minimal assumptions, we build a parametric
bytecode verifier that encompasses a large class of al-
gorithms for bytecode verification, and show the verifier
to be correct in the sense that it will reject program-
s that may go wrong. One novelty of our framework is
to provide a high-level proof that it is sound to perfor-
m bytecode verification on a method per method basis.
Another novelty is to provide a generic bytecode verifi-
er that can be instantiated to several analyses including
standard analyses and analyses for which no formal cor-
rectness proof was previously known.

The combination of our framework for bytecode ver-
ification with the Jakarta toolset yields an automated
procedure to derive a certified bytecode verifier from a
reference defensive virtual machine. Our procedure is ap-
plicable to many settings; as a realistic example of it-
s application, we show how to instantiate our generic
framework to certify the Java Card platform, a dialect
of Java adapted to the resource constraints and security
requirements of smartcards, and the standard program-
ming language for smartcard applications.

Contents of the paper The remaining of the paper is or-
ganized as follows. In Section 2, we explain the basis for
bytecode verification and describe our bytecode verifier

framework. In Section 3, we instantiate the framework
to the Java Card virtual machine. We conclude in Sec-
tion 4 with related work, a general perspective on our
results thus far, and directions for further research. As
an appendix, we give some reminders of the Coq syntax
used throughout the paper.

2 Bytecode Verification
2.1 Principles and algorithms

Bytecode verification [11,18] is a static analysis that is
performed method per method on compiled programs
prior to their loading. Its aim is to reject programs that
violate type safety, perform illegal memory accesses, do
not respect the initialization protocol, yield stack under-
flows or overflows, etc.

The most common implementation of bytecode ver-
ification is through a dataflow analysis [14] instantiat-
ed to the abstract virtual machine that operates at the
type level. The underlying algorithm relies on a history
structure, storing the computed abstract states for each
program point, and on an unification function on states.
Then, starting from the initial state for a method, it com-
putes a fixpoint with the abstract execution function. If
the error state does not belong to the resulting history
structure then bytecode verification is successful.

In the standard algorithm, called monovariant anal-
ysis, the history structure only stores one state for each
program point and the unification function unifies, per-
forming a join on the Java Card type lattice, the com-
puted state (resulting from one step of abstract execu-
tion) and the stored state. Unfortunately, this algorithm
does not accept polymorphic subroutines (subroutines
called from different program points). To handle such
subroutines, the history structure must contain a set of
states for each program point. For the polyvariant anal-
ysis, the unification function adds the computed state to
the corresponding set from the history structure. This
technique needs much more memory than monovariant
analysis, however, it is possible to perform state unifi-
cation rather than set addition in most cases. This last
technique, called hybrid analysis (as described in [9,13]),
offers the best compromise between memory consump-
tion, precision and efficiency.

Our framework also deals with lightweight bytecode
verification [21], a special kind of verification that can fit
and run in chips used for smart cards, but due to space
constraints details are omitted.

2.2 Bytecode Verification as a Fixpoint Computation

Notations
out this section, we introduce some notations. The types
predicate A and rel ation A respectively denote the

In order to simplify the definitions used through-



set of predicates and binary relations over a type A. Giv-
en A: Set, <, : (relation A), f A—A and P : (
predi cate A), we let <, denote the reflexive closure of
< and define:

(rmonotone <, f) =
V(a,a A, a<,a —(f a)<a(f a)
(decreases <, f) =
V(a: A,
(down_closed <, P) =
V(a,a:A, a<pa =(P a)—=(P a)

(f a)<aa

Finally, we let (wel | _founded <,) state that the re-
lation <, is well founded, i.e. that there is no infinite
decreasing chain.

Fizpoint Computation We favor a definition of a byte-
code verifier that abstracts away from implementation
details, and define it as a predicate that rejects programs
that may go wrong. The latter being defined from a tran-
sition system.

Definition 1

A transition system with error (TSE) is given by a type
stat e of states, an execution relation exec over states,
and a set err of error states. Formally:

Modul e Type TSE.

Paranmeter state : Set.

Par anet er exec (relation state).
Par anmet er err (predicate state).
End TSE.

We say that a state a of a given TSE is bad, written bad
a, if it can reach an error state by successive transitions
of the execution relation.

Definition 2 A bytecode verifier over a module t se of
type TSE is given by a predicate check that rejects all bad
states. Formally, the module BCV of bytecode verifiers
extends the module TSE as follows!:

Modul e Type BCV.

Declare Module tse : TSE. Inport tse.
Paranmeter check : (predicate state).
AxiomV a : state, (check a) ——(bad a).
End BCV.

The standard way to build a bytecode verifier is to en-
dorse the type of states with a well-founded order for
which execution is decreasing (to guarantee termination),
and such that error states are downwards closed. If fur-
thermore execution is deterministic, one can compute for
every state a, the greatest fixpoint b below a; then it is
sufficient to check that b is not an error state to conclude
that a is not bad.

Definition 3 A fizpoint structure with errors (FSE) is
given by the module

Modul e Type FSE.

Paraneter state Set .

Par anet er exec state — state.
Pararmeter err (predicate state).
Par anet er <ssate (relation state).

Axi om (wel | _founded <state) -
AXi om (decreases <state E€XEC).
Axi om (nonot one <state €XEC) .
Axi om (down_cl osed <gtate €rF).
End FSE.

We can define a module functor satisfying, from a module
of type FSE, the type of the module BCV:

Modul e FSE2BCV [fse : FSE] <: BCW.

To do so, we first define for every state a of a FSE the
greatest fixpoint gf p a below it as:

fpazd? ifexec a = a
gtp a= gfp (exec a) otherwise

Then, we define check a as —(err_state (gfp a)). As
execution is monotone and gf p a is the greatest fixpoint
below a, it is clear that such a checking is sufficient to
guarantee that a is not a bad state.

2.3 A Parameterized Bytecode Verifier

In this subsection, we construct a parameterized byte-
code verifier that rejects programs that may go wrong
when executed with an abstract virtual machine. We s-
tart with the definition of the latter.

Definition 4 An abstract virtual machine (AVM) is giv-
en by an ordered type of states st at e endorsed with a
downwards closed set of errors err, a type of location-
s | oc, an execution function exec, a successor function
succs that computes the successors of a state and an
enumeration | ocs of the locations of the program. For-
mally:

Modul e Type AVM

Paraneter state : Set.

Parameter <state : (relation state).

Par ameter err (predicate state).

Par ameter | oc Set .

Paraneter succs : loc — state — (list loc).
Par amet er | ocs (list loc).

Par anet er exec loc — state — state.

Axi om (down_cl osed <state €rF).
End AVM

Bytecode verification relies on stackmaps, i.e. functions
that associate to every program point a history structure.
History structures can be seen as an abstraction of the
mathematical set notion.

Definition 5 The module type Hi story_Struct of his-
tory structures is parameterized by a carrier set A> and

! Coq modules provide names for axioms, so that these ax-
ioms can later be used in proofs. For readability we omit
names of axioms in our module declarations.

2 In reality, Coq modules type can only be parameterized by
other modules, so one has to use a module that is “isomorphic”
to Set .



given a type constructor hi st , a projector function hi st _uniowver stackmaps sns_exec :

, an extension hi st _| ess of an order on A, an decreasing
iterator hi st _fol dr and a membership predicate €pjst
on which we define an existential predicate Jy;s. For-
mally:

stackmap —stacknmap which
corresponds to the recursive procedure in Kildall’s al-
gorithm [14]. It is straightforward to derive a fixpoint
structure, and hence a bytecode verifier BCV, for the TSE
induced by sns. exec.

Modul e Type History Struct [A Set]. In order to conclude that the resulting fixpoint struc-
Par armet er hi st Set — Set. ture also yields a bytecode verifier for the TSE induced
Eaf arre%er E! S§_|umt A — (hist A). by the AVM, one needs to observe that the following
ar amet er hist_less : : .

V <u : (relation A), (relation (hist A)). diagram commutes:
Par amet er  Enist : A —(hist A —Prop.
AxiomV (x:A), (X €niee (hist_unit x)). avm exec

) | oc*state | oc*state

Par amet er hi st_fol dr YV (B: Set),

(A—»B—B) — B—(hist A)— B. lrrake_st ackmap lgnake_st ackmap
AxiomV (B : Set) (f (A - B — B)) SHE. exec
(<g : (relation B)), st acknmap : st ackmap
(Va: A (decreases <z (f a))) —
(V a: (hist A),

(decreases <g (fun (b : B) =(hist_foldr Bf b a)))).

Definition Tnist : =
fun (P : (predicate A)) (s :
Jda, (Pa)A(a Enist S).
AxiomV <, : (relation A) (P:
(down_closed <y P) —
(down_cl osed (hist_less <a) (Fnist P)).
End History_Struct.

(hist A) =

(predicate A)),

In the following, we will use the notation <2ist for the
extension (hi st_| ess <,) of a relation <.

The definition of stackmaps is included in a module of
stackmap structures. Essentially, a stackmap structure
consists of an abstract virtual machine, of a history struc-
ture, and of a unification function that merges states and
that is decreasing and monotone w.r.t. the order inher-
ited from the history structure. In order to construct
a fixpoint structure (FSE) from a stackmap structure,
we also require histories <415 to be well-founded and a
supremum for <,.

Definition 6 The module St ackmap_St r uct of stackmap
structures is defined as:

Modul e Type Stackmap_Struct .
Decl are Modul e avm: AVM

Decl are Modul e hs (History_Struct state).
Import avm Inport hs.
Paraneter unify :

state — (hist state) — (hist state).
AxiomV (s:state), (decreases <2t (unify s)).
AxiomYV (s:state), (nmonotone <25t (unify s)).

AxiomYV (s:state) (s':(hist state)),
(unify s s’)=s’ —
3 y, (y Sstate S) /\(y Chist S,)-

state.
(a Sstata T)

Paraneter T :
AxiomV (a:state),

Axi om (wel | _founded <hist).

End Stackmap_Struct.

One can define the type st ackmap of stackmaps over a
stackmap structure sms as |ist (sns.avmloc *(sns
.hs. hist snms.avm state)), and an execution function

Here < is the order on stackmaps and make_st ackmap
denotes the function that takes as input a pair (1, a), and
returns as output the stackmap in which the program
point | is associated to the singleton history hi st _uni t
a, and every other program point is associated to T.

2.4 Instantiation Of History Structures

In the previous subsection, we have shown that a module
of type St ackmap_St ruct is sufficient to build a bytecode
verifier for the AVM. The purpose of this subsection is
to present different instantiations of our framework, fo-
cusing on different choices of history structures that cor-
respond to the algorithms described in Subsection 2.1.
We present new modules types and corresponding mod-
ules functors to a St ackmap_St ruct , that can be used as
convenient, entry points in our formalization.

2.4.1 Monovariant Analysis

A monovariant analysis is given by a well-founded order
on states with a supremum, and by proofs that the ex-
ecution function is monotone w.r.t. the order on states
and the unification is decreasing and monotone. Formal-

ly:

Modul e Type Monovari ant _Anal ysis_Struct .
Decl are Module avm: AVM Inport avm
Parameter unify : state — state — state.
AxiomV (s:state), (decreases <state (UNify S)).
AxiomV (s:state), (nonotone <sate (UNify S)).
AxiomV (s,s’:state), (unify s s’)=s’ —

Yy, (Y Sstate S) A(Y Enist S').

state.
(a Sstate T) .

Parareter T :
AXiomV (a:state),

Axi om (wel | _founded <state) -
AxiomV (l:1oc), (nonotone <s.e (€xec 1)).
End Monovari ant _Anal ysis_Struct.



The construction of a stackmap structure from a mono-
variant analysis is done by a functor module from the
previous module type definition. It mainly proceeds by
instantiating the parametric history structure to the i-
dentity history structure, in which hi st A is defined as
A, and the other fields are instantiated in the obvious
way.

2.4.2 Polyvariant Analysis

A polyvariant analysis is given by a natural number
max_| engt h_set that fixes the maximal size of the set
of abstract states associated to each program point, by
a supremum state T, by an error state err_st and by a
proof that execution is monotone. Formally:

Modul e Type Pol yvari ant _Anal ysis_Struct .

Declare Module avm: AVM Inport avm
Par anet er max_| engt h_set nat .

Par aneter err_st state.

Axi om (err err_st).

Parameter T : state.

AxiomV (a:state), (a <state T).

AxiomV (l:1oc), (nmonotone <sate (€Xxe€C 1)).
End Pol yvari ant _Anal ysi s_Struct.

One proceeds by instantiating the history structure in
such a way that hi st Ais defined as the set of elements
of A of cardinal less than max_| engt h_set (the other
fields are instantiated in the obvious way). Then, this
module is used with the functor Pol yvari ant _Anal ysi s
to construct a stackmap structure, defining the function
uni fy as:

fun (a : state) (s : (hist state)) =

(if ((set_size (set_add a s)) < max_| ength_set

then (set_add a s)
el se (set_add err_st s))

In that case, hist_| ess does not use the order <gtate
and is defined as set inclusion. It is interesting to no-
tice that the polyvariant analysis is by far the simplest
algorithm to instantiate.

2.4.8 Hybrid Analysis

An hybrid analysis is given combining elements needed
by monovariant and hybrid analysis and adding an op-
timization function opt _unify to discriminate in which
cases the unification of states must take place. Formally:

Modul e Type Hybrid_Anal ysis_Struct.

Decl are Module avm: AVM Inport avm
Paraneter opt_unify : state — state — bool.
Parameter unify : state — state — state.

AxiomV (s:state), (decreases <state (UNIify S)).
AxiomV (s:state), (nmonotone <sate (UNify s)).
AxiomV (s,s’:state), (unify s s')=s" —

El y! (y Sstate S) /\(y Ehist S,)-

Par amet er max_| engt h_set nat .
Par aneter err_st state.
Axiom (err err_st).

Parameter T : state.

AxiomV (a:state), (a <state T).

Axi om (wel | _founded <state) -

AxiomV (l:1oc), (nonotone <gsate (€XeC |)).
End Hybrid_Anal ysis_Struct .

The same history structure as polyvariant analysis is
used for the hybrid analysis. The function uni fy is then
defined as follows:

fun (a : state) (s :
mat ch (set _map_bool
| (Sone res) = res
| None =
(if ((set_size (set_add a s)) <
max_| engt h_set)
then (set_add a s)
el se (set_add err_st

(hist state)) =
opt_unify unify a s) with

s))

end

where set _map_bool ranges over elements of s, performs
unification depending on the result of opt _unify and
returns the resulting set if unification has occurred or
None otherwise. In that case, hi st _| ess combines the
order <giate ON states and set inclusion.

2.5 Correctness Of Bytecode Verification

In the Subsection 2.3, we have shown that programs that
pass bytecode verification do not go wrong when execut-
ed on an abstract virtual machine which satisfies minimal
requirements. The purpose of this subsection is to lift this
result to a defensive virtual machine. More precisely, we
are going to show that programs that pass bytecode ver-
ification do not go wrong when executed on a defensive
virtual machine which satisfies minimal requirements. It
involves relating a defensive and an abstract virtual ma-
chine, and proving that no difficulty arises through ex-
ception handling (which is performed by the defensive
virtual machine, but ignored by the abstract one), or
through method invocation (which remains within the
same frame for the abstract virtual machine, as explained
below). We begin by defining defensive virtual machines.

Definition 7 A defensive virtual machine (DVM) is giv-
en by a type st at e of states, an execution function exec,
a type frame of frames, an accessor function get st ack

that associates to each state a list of frames (i.e. its
stack), another accessor function getinstr that asso-
ciates to each state the nature of the next execution to
be executed, and a set err_franme of error frames. For-
mally:

Modul e Type DVM

Paranmeter state Set .

Par armet er exec state — state.

Par amet er frame Set .

Par amet er get stack state — (list frane).



Paranmet er getinstr
Paraneter err_frane :
End DVM

state — type_of _instr.
(predicate frane).

The function getinstr distinguishes between 4 cases:
execution is intra-procedural sanefrane (that acts on-
ly in the current frame, e.g. for arithmetic instruction,
branching instruction, etc), execution is a method invo-
cation i nvoke; execution is a return step return (pops
a frame); or execution raises an exception excepti on.

In the following, we will formulate a set of general
properties about method invocation and exception han-
dling, and prove that such properties ensure that pro-
grams that pass bytecode verification will not go wrong.
These properties involve an abstract virtual machine and
an abstraction function.

Abstract Virtual Machine We assume given an abstract
virtual machine avm with a function i nit that return-
s for each method or exception the corresponding ini-
tial state. Furthermore, we assume given a decomposi-
tion of abstract method invocation into two function-
s, so as to be able to simulate the modifications made
by the concrete virtual machine on a frame when the
control flow is given to the invoked method and when
it returns to the invoker method. Formally, these two
functions exec_i nvk and exec_ret are such that their
composition is equal to avm exec for states a such that
getinstr a = invoke.

Abstraction Function We assume given a function that
maps a frame to an abstract state and a locationa : dvm
.frame —avm state. The function is extended a func-
tion 3 : dvm state —avm st at e on defensive states by
abstracting the topmost frame of the stack (if the stack
is empty, we return a default error value).

Safe States We now turn to the definition of safe ab-
stract states. A abstract state will be safe if it is greater
than a state belonging to the history structure computed
by the abstract bytecode verifier at the location of the
given state. This notion is extended to defensive frames
by abstraction.

The notion of safety for a defensive state must guar-
antee that the stack is well-formed, i.e. that all the frames
below the top one are in an “intermediate” state which
is not reached by the abstract virtual machine until the
invoked method returns. Then, a defensive state s will
be safe if getstack s = [] orifgetstack a = f::If
and each frame in | f is of the form exec_i nvk f' where
f' is a safe frame.

We now show that safe states are closed under ex-
ecution and are not bad, using cross-validation results
between defensive and abstract virtual machines.

Lemma 1 Lets be a defensive state. Suppose:

— ifgetinstr s = sanefrane, then the following prop-

erty holds:
(avm exec (3

S)) Sstate (B

— ifgetinstr s = invoke and getstack s = f::
then the following properties hold:

(dvm exec s))

If,

Jdf':frame. getstack (dvmexec s)= f'::(
exec_add f)::If
(B (dvmexec s))) <state (B (dvm exec s

))

return and get stack (dvm exec

(init

— ifgetinstr s =

s)= f::If, then there exists two frames f' and f’’
such that the following properties hold:
getstack s = f'::f""::If
(aexec_ret (a ")) <state (a f)
— ifgetinstr s = exception andgetstack s = f::(
| f++1f’), then the following properties hold:
df’:frame. getstack (dvmexec s)= f'::If’
(init (B8 (dvmexec s))) <state (8 (dvm exec
s))

If furthermore s is safe, then dvm exec s is also safe.

This lemma if proved using properties on the bytecode
verifier and property on exec_i nvk and exec_ret w.r.t.
avm exec. Then one can easily construct a bytecode ver-
ifier for a defensive virtual machine dvm Formally, from a
module type Conp_St r uct , that contains all the assump-
tions of Lemma, 1, we are able to define a functor module
BCV_dexec satisfying the module type BCV for the execu-
tion dvm exec. The function check of the module type
BCV is defined assuming that the given defensive state is
safe and that the result of bytecode verification for all
initial states (methods and exceptions) of the program
does not contain an error state. Finally, by Lemma 1,
we can prove the property check_ok of the module type
BCV, stating that if the verification check was successful,
we can not reach with the defensive virtual machine an
error state.

2.6 An Offensive Virtual Machine

As a corollary of the correctness of bytecode verification
w.r.t the defensive virtual machine, it is possible to build
a virtual machine that does not perform checks required
from the defensive virtual machine but which is as safe
as the latter provided bytecode verification has been suc-
cessful. Such a virtual machine, faster for execution and
closer to a real implementation, is called offensive. We
only require from such a virtual machine that its exe-
cution function matches the defensive virtual machine
one’s when the latter does not lead to an error. This
cross-validation result can be expressed by the commu-
tation of the diagram of Figure 1.



dexec
dstate drstate
lal pha_do lal pha_do_rs
ostate oexec orstate

Fig. 1 COMMUTATIVE DIAGRAM OF DEFENSIVE AND OFFEN-
SIVE EXECUTION

As a main result, we prove that offensive and de-
fensive virtual machines coincide on programs that pass
bytecode verification. Formally:

Y (s:dvmstate), (check s)—
(ovm al pha (dvm exec s))=(ovm exec (ovm al pha

s)).

where check is provided by the module BCV_dexec, ovm
represents the offensive virtual machine (the correspond-
ing module type is similar to DVM) and ovm al pha is the
abstraction function between defensive and offensive s-
tates.

3 Instantiation to the Java Card platform

Java Card is a popular programming language for open
platform smart cards. According to the Java Card Fo-
rum, Java Card is the ideal choice for smart cards be-
cause Java Card developers can benefit from the well-
established Java technology.

In fact, Java Card programs are written in a Java,
however, due to limited memory resources and comput-
ing power, not all the language features defined in the
Java Language Specification are supported on the Java
Card. Specifically, the Java Card does not support dy-
namic class loading, threads, cloning, finalization, large
primitive data types.

Java Card program may use APIs such as Java Card
APIs, industry-specific APIs (e.g GSM APIs) and propri-
etary APIs (e.g. Global Platform). The Java Card APIs
provide support for runtime features that are not present
or differently implemented in Java, in particular

— persistent and transient objects;
— atomic transactions;
— applet firewall and object sharing.

Applets must be verified (such as described in Sec-
tion 2) and loaded on the card. On-card, the Java Card
Runtime Environment (JCRE) manages applet installa-
tion and applet execution. The JCRE, whose architec-
ture is shown in Figure 2, includes the Java Card Virtu-
al Machine JCVM, the implementation of the Java Card
APIs, and invokes the services of a native layer to perfor-
m such low-level tasks as communication management.

In the following, we will describe how to instantiate
the framework presented in Section 2 to the Java Card

Applet 1 Applet 2
‘ Java Card API ‘ ‘ Proprietary AP ‘
‘ Dispatcher ‘ ‘ Memory ‘
‘ Processor ‘ ‘ Firewall ‘

Native Layer

Fig. 2 THE JCRE ARCHITECTURE.

platform. To this end, we need to provide modules of the
types described in Section 2 for the Java Card platform.
For instance, we need a module DICVMof type DvMfor the
defensive Java Card virtual machine. First, we will give
an overview of the representation of Java Card programs,
that constitute a parameter of the execution functions of
the virtual machines.

3.1 Representation Of Java Card Programs

In this subsection, we present the Coq formalization of
Java Card programs. Our virtual machines does not work
directly on the binary representation of the CAP file for-
mat but on structured representation of programs. The
latter is obtained from the former by a dedicated tool. Af-
ter this transformation, only the essential components of
an typed object-oriented language remain: types, meth-
ods, classes and interfaces. Figure 3 gives an overview of
our representation of programs.

Methods Code
Exceptions
Interfaces handlers
Classes ;
Applet Misc.
Misc.

Fig. 3 FORMALIZATION OF APPLETS.



3.1.1 Type system

The Java Card Virtual Machine distinguishes between
primitive types and reference types. Primitive types are
either arithmetic types (Byte, Short, I nt) or Bool ean
or Ret ur nAddr ess types. Ret ur nAddr ess stands for the
type of the address of an instruction and is used for go-
ing back from a subroutine (in the j sr and ret instruc-
tions that respectively jump into subroutine and returns
from subroutine). There is also a special non-dynamic
type named Voi d, only used within signatures of meth-
ods. Formally, the Coq type that introduces Java Card
primitive types is defined by:

I nductive type prim: Set :=

| Byte : type_prim

| Short type_prim

| I'nt type_prim

| Boolean : type_prim

| ReturnAddress : type_prim
| Void : type_prim

There are four kinds of reference types that are null
types, array types, instance types and interface types.
Arrays are described according to the type of their ele-
ments which must be primitive or reference. The refer-
ence of an instance or an interface corresponds to a natu-
ral number which is the position in the lists of the classes
or interfaces of the program (Section 3.1.2). Finally, the
type of Java Card types is given by the following mutu-
al inductive definition that captures the considerations
below:

I nductive type : Set :=
| Prim: type_prim — type
| Ref type_ref — type
with type_ ref Set :=
| Ref_null type_ref
| Ref_array : type — type_ref
| Ref_instance : class_idx — type_ref
| Ref_interface : interf_idx — type_ref.

3.1.2 Programs

As already said, our program model does not contain any
constant pool, contrarily to the binary representation of
CAP files. We will suppose the linking phase already
performed. Thus, the definition of a Java Card program
in our formalization is limited to a collection of classes,
interfaces and methods, and the description of the types
of static values (for initialization purposes):

Record jcprogram: Set :=
interfaces (list Interface);
cl asses (list dass);
met hods (l'ist Method);
sfields_type : (list type)

A method is characterized by its status (static or
not), its signature (against which one can type-check it-
s arguments upon invocation), the number of its local
variables (for initializing its execution context), its list of

instructions to be executed (the bytecode), its exception
handlers (a handler is an object that identifies the code
for managing dynamic errors), its maximum operand s-
tack size and finally its owning class and the indexes of
the method. Formally, we use the following structure to
represent methods:

Record Method : Set := {
is_static . bool ;
is_init bool ;
signature ((list type)*type);
nb_| ocal nat ;
byt ecode (list Instruction);
handl er _| i st : (list handler_type);
m nmax_opstack_size : nat;
owner : class_idx;
met hod_i d met hod_i dx

}.

where cl ass_i dx and met hod_i dx (defined as natural
numbers) corresponds respectively to the type of indexes
to a class and to a method.

Classes (O ass) and interfaces (I nterface) are rep-
resented in a similar way (with records).

Finally, the type | nstruction enumerates with an
inductive type the different bytecodes of the Java Card
language, with theirs operands:

nductive Instruction : Set :=

|

| nop : Instruction

| push : type_prim—Z—lnstruction

| ret l ocvars_i dx—Instruction

| invokespeci al nat —net hod_i dx —Instruction
| getfield : type—field_idx—Instruction

| putstatic : type—field_idx—Instruction

| inc : type_prim—=Z—nat —lnstruction

Some bytecodes with similar semantics have been col-
lapsed into a single one. For instance, the bytecode i nc
takes as a supplementary argument a primitive type and
thus represents the bytecodes i i nc et si nc of Java Card
(incrementation of a register of type I nt and Short re-
spectively). Thus, it is possible to represent the 185 Java
Card bytecodes by only 44 bytecodes in our formaliza-
tion.

3.2 The Defensive Virtual Machine

The virtual machine described hereafter is a defensive
virtual machine. It follows the specification of the refer-
ence virtual machine described by Sun in [24,25] and ex-
plicitly implements all the pre-conditions (the must and
must not clauses) stated by the official Sun specification.

Each instruction of the virtual machine is given by
a small-step semantics; more precisely, each instruction
is formalized as a state transformer, i.e. a function that
takes as input a state (before the instruction is executed)
and returns a new state (after the instruction has been
executed).



3.2.1 Runtime Environment

A state of a program contains all the memory items ma-
nipulated by this program: values, heap, stack of frames.
Figure 4 gives on overview of our representation of the
runtime environment.

Stack of frames Context 1 Operand stack
Heap of arrays Context 2 Local variables
Memory and instances

Program counter

Static fields

Misc.

Fig. 4 FORMALIZATION OF THE RUNTIME ENVIRONMENT.

Values Values constitute the main element manipulat-
ed by the virtual machine. Values are typed and follow a
definition similar to the type system, with an inductive
type, where we distinguish primitive and reference val-
ues. Type information is carried by the constructor and
the numerical value by the argument of the constructor.
We obtain:

I nductive val _prim: Set :=
| vReturnAddress : bytecode_idx — val _prim
| vBoolean : Z — val _prim
| vByte : Z — val _prim
| vShort Z — val _prim
| viInt Z — val _prim

A reference value is either null, an array or an in-
stance, it is then defined as follows:

I nductive val _ref Set :=
| vRef _null val _ref
| vRef _array : type — heap_idx — val _ref
| vRef _instance : class_idx — heap_idx —
val _ref.

where heap_i dx indicates the location of an object in
memory. There is no value corresponding to interfaces,
since an interface must be implemented by a class to be
used, through an instance.

Finally, the Coq type of Java Card values is defined
by:

I nductive val Set :=

| vPrim: val _prim — val
| vRef val _ref — val
| vNonl nit class_idx — bytecode_idx —

heap_i dx — val.

where vNonl ni t is a specific value of non-initialized class
instances.

Objects Objects in memory constitute the runtime rep-
resentation of classes and arrays. The vRef _i nstance
and vRef _array values defined in the previous subsec-
tion refer to these objects. We collect in a record infor-
mation needed for each of these types.

For a class instance, we precise the instantiated class,
the content of class variables, the owning context (for the
security mechanisms) and a flag that precise whether the
instance has been declared as an entry point (accessible
from any context):

Record type_instance : Set := {
ref erence class_idx;
contents_i (list val);
owner _i Al D;
ptE status_ptE

}.

Arrays are formalized in a similar fashion. Then, we de-
fine an inductive type for objects:
Set :=
type_i nstance — obj
type_array — obj.

I nducti ve obj
| I'nstance :
| Array

Finally, the memory area in which objects are stored
during the execution of a program, the heap, is naturally
defined as:

Definition heap := (list obj).

Frames and Stack When a method is called, an execu-
tion context for the method called, a frame, is created
and added to the top of existing frames stack. Frames
contains computational information: an operand stack
and a set of local variables (or registers). An index record-
s the referring method, and a program counter points to
the next instruction to execute within the method. Final-
ly, the maximum operand stack size is duplicated within
the frame to avoid lookup in the method body.

Record frame : Set := {
opst ack © (list val);
| ocvars (list (option val));
met hod_| oc nmet hod_i dx;
p_count byt ecode_i dx;
cont ext _ref Al D;

max_opst ack_size : nat

}.

The type option of the field | ocvars will be used to
formalize non initialized local variables.

In the definition of the module DICVM the parameter
fr ame from the module type DVMis naturally instantiated
to the previous declaration.

The frames stack (stack for short) is then simply de-

fined with a list:
Definition stack := (list frane).

Most of instructions will act on the top frame, i.e. the
head of the stack.

States The notion of states is defined by the following
record:
Record state : Set :={

sfields_f sfields;

heap_f heap;

stack_f st ack

}.
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where sfi el ds is the type for the static fields (a list of
val , in which will be stored variables declared as static
and shared by the whole program). Other fields might
be added to the notion of states such as input/output
buffers for APDUs.

Finally, states are used for the construction of return
states of instructions. Instruction can progress normally,
provoke an error or throw an exception:

I nductive rstate : Set :=

| Nor mal state — rstate
| Abnor nal : elLabel — state — rstate
| ThrowException : xLabel — state — rstate

where eLabel and xLabel record the reason of the error
or the exception respectively (see Section 3.2.2).

In the definition of the module DICVM the parame-
ter state from the module type DVM is instantiated to
rstate and getstack to the accessor field stack_f of
the state contained in a rstate.

Semantics of Instructions Bytecode instructions update
the memory of the JCVM according to operands gener-
ated at compile time and to the representation of pro-
grams given below. The semantics of each instruction is
formalized using a function of generic type:

state * operands —rstate

where type oper ands is determined by the instruction to
be executed.
Most instructions have a similar execution pattern:

the initial state is decomposed;

fragments of the state are retrieved;

observations are made to determine the new state;
the final state is built on the basis of the retrieved
fragments and of the observations made.

W

To satisfy the signature of the module DICVM we
build a top-level execution function exec : rstate—
rstate that expects a Normal state, grabs the instruc-
tion to execute and corresponding operands in the pro-
gram and branches to the semantics of this instruction,
or fails with an Abnormal state if one of the expected
conditions is not met.

Semantics of put stati c We illustrate the modeling
of instructions with the bytecode put st at i ¢ that store
a value into the static heap.

There is four variants of put st at i ¢ into the JCVM
instruction set. One for each base type (boolean, short,
int and address). The semantics presented below clutter
them in a unique function by considering an extra argu-
ment (the parameter t) that allow to choose the right
variant.

The instruction extracts from the operand stack the
value x to be stored into the considered static field. The
field is specified by its address i dx. The type of the
value is compared with the type of the field. If there

is a adequacy then the functions res_putstatic and
res_putstatic_ref update the state (i.e. the consid-
ered static field is updated). Let us note that, in the
case where the field is a reference, the instruction must
verify the Java Card security policy. This point charac-
terizes the difference between res_putstatic_ref and
res_putstatic.

Definition PUTSTATIC (t
(idx : field_idx) (st
match stack_f st with
| h:: If=>

(¥ Pop the topmost stack walue *)
mat ch pop_opstack t (opstack h) with
| Some (x, lv) =
match Nth_elt
w th
| Sone nod =
match nod, t with
| vRef _, Ref _ =
res_putstatic_ref Iv st x idx
| vPrim (vByte _), PrimByte
| vPrim (vBoolean _), PrimByte
| vPrim (vShort _), Prim Short
| vPrim(vint _), Primint =
res_putstatic Iv st x idx
| _, _ = AbortCode type_error st
end
| None = AbortCode sfields_error st
end
| None = Abort Code opstack_error st
end
| _ = AbortCode state_error st
end.

type)
state) :=

(sfields_f st) idx

where pop_opst ack removes the first element on the s-
tack and res_putstatic and res_putstatic_ref build
the resulting state.

3.2.2 Errors and Exceptions Management

During the execution of a program, the normal progress
of the computing might be interrupted by an ill-formed
program or a non-realized condition. In the former, it
corresponds to an error of the program (a pop on an
empty stack, a value with an unexpected type, ...) that
leads to the abrupt termination of the execution and that
can be detected by a bytecode verifier. In the latter, the
exceptions mechanism changes the normal control flow of
the program and allows a efficient handling of dynamic
errors of the execution.

Representing Errors Errors are signaled with the func-
tions Abort Code, Abort Cap and Abort Menory for code
error, inconsistency of the program or inconsistency of
the memory respectively. In turn, these functions build
an abnormal state (Abnor mal ) from the reason and state
given as an argument. The reason, of the following type
eReason, is only used to determine more precisely the
cause of the error:

I nductive eReason : Set :=
| heap_error eReason
| opstack_error eReason



11

eReason
eReason

| checkcast _error
| type_error

(-]

The execution can not be recovered from an abnormal
state and the virtual machine terminates?.

The parameter err_frame of the module DICWM is
thus instantiated to report Abnor mal states.

Representing Ezceptions In Java, when an exception is
raised, a Java object, whose type gives the reason of the
error, is created. Exceptions can be raised either directly
by the virtual machine (in case of a division by zero
for instance) or by the programmer (using the at hr ow
bytecode, corresponding to the Java keyword t hr ow in
the source code).

When the virtual machine raises an exception, the
return state of the current executed instruction has for
constructor Thr owExcept i on and for arguments the cur-
rent state and a term of type xLabel determining the
exception to throw. A Java object of the corresponding
expected type is then created in the operand stack and
the function Cat chException (that finds the exception
handler as described in Sun specifications and gives the
control flow to this handler or aborts the program if not
found) is called.

In the case of the bytecode at hr ow, the object rep-
resenting the exception to throw (that must be a sub-
class of the class j ava. | ang. Exceptions) has already
been created by previous bytecodes and the function
Cat chExcepti on can be called directly.

3.3 Abstractions of the Virtual Machine

In this subsection, we flesh out the construction of an
abstract and offensive virtual machine from the defensive
machine described in the previous subsection.

We will use the prefix d (resp. a) for the definitions of
the defensive (resp. abstract) virtual machine wherever
the definitions of several virtual machines are in the same
scope.

3.8.1 The Abstract Virtual Machine

In this subsection, we flesh out the construction of an
abstract virtual machine from the defensive machine de-
scribed above. This abstract machine only works with
types. The execution in this context consists then in ver-
ifying the type adequacy.

Runtime Environment To start with, we remove value
information from typed values. However, a special care
has to be handled for subroutines with values represent-
ing a return address. In this case, the numerical value
is required in order to determine the next instruction to
execute. The types val _pri m val _ref and val become:

3 Remind that the JCVM is not threaded

Set :=
bytecode_idx — val _prim

I nductive val _prim:
| vReturnAddress :

| vvoid : val_prim

| vBoolean : val _prim

| vByte : val_prim

| vShort val _prim

| vint: val_prim

Mut ual I nductive val Set :=
| vPrim: val _prim — valu
| vRef val _ref — valu
with val _ref : Set :=
| vRef _null val _ref
| vRef _array : val — val _ref
| vRef _instance : class_idx — val _ref
| vRef _interface : interf_idx — val _ref.

Since numerical values disappear, numerical compu-
tations over elements of type val are omitted from the
instruction semantics. For instance, the abstract version
of add only checks if the operand stack contains at its top
the compatible values (types in this case) and replaces
them by the adequate type.

As a consequence of such transformations the follow-
ing items from the state become redundant or useless:

— the heap, due to the absence of values (only the type
of the object becomes relevant); creating an object
consists then in pushing its type into the operand
stack.

— the static heap, since types of values from static heap

do not change during the execution; the field st at i ¢c_heap_t ype

(that determines types for static values) is sufficient
for the execution.

— the stack, due to an execution on a method per method
basis; the stack is substituted by the topmost frame
and instead of a creation of a new frame, the return
type of invoked method is pushed into the operand
stack and the execution continues to the next instruc-
tion of the current method.

Hence, abstract state is reduced to the notion of ab-
stract frame:

Definition astate := afrane.

and the parameter state of the module AJCVM is also
instantiated to ast ate.
The trivial abstraction function beetween defensive
and abstract values is extended to a function al pha_da
between defensive and abstract states by abstracting
values appearing in defensive states and removing use-
less components. al pha_da is in turn used to define the
abstraction function a of Section 2.5. Also, the BCV
framework requires the definition of an order on abstrac-
t states. To this end, we follow the usual order on Java
types (that we define as an inductive predicate on type-
s) induced by class inheritance. We extend this order to
list of values (operand stack and local variables) with
a pointwise order and to abstract states, requiring the
same program point for two comparable states.
Several instructions, for instance branching bytecodes
(such asifnull ortabl eswi tch) have the characteristic
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to lead the execution to different program points accord-
ing to values comparisons. Since numerical values are
lost, the abstract version of these instructions becomes
non-deterministic and their semantics must consider al-
1 the possible cases. Thus all possible return states are
collected into a list and the return type of the function
exec becomes (list astate).

Equivalence of Abstract and Defensive Machines As re-
quired to ensure the correctness of the BCV for the
JCVM, we establish execution properties stated in Lem-
ma 1. Corresponding proofs are done in Coq by con-
sidering each bytecode of the virtual machine. For the
put st ati ¢ bytecode, it leads to the following statement:

Lenrma PUTSTATI C commut : V (st

(t type) (idx : field_idx),

(al pha_da_rs (dexec (putstatic t idx) st)) =
(aexec (putstatic t idx) (alpha_da st)).

dst at e)

For other bytecodes, we might have <gtate instead of the
equality.

The proof is obtained by case analysis on the defini-
tion of the defensive dPUTSTATI C. To each case analysis
on this definition corresponds a refutation step thanks
to a contradiction with the hypothesis or a rewriting
step on the offensive version. For instance, we perfor-
m a case analysis on (dpop_opstack t (dopstack h))
and use the following lemmas to perform a rewriting step
on dPUTSTATI C:

Lemma pop_opst ack_val
list dval)) (v :

v (t
dval )

type) (I : (

(r (list dval)), (dpop_opstack t |) = (Sonme
(v, 1)) —

(apop_opstack t (map al pha_do_val 1)) = (Sone
((al pha_da_val v), (nmap

al pha_da_val 1")).

Lerma pop_opstack_err YV (t type) (I : (
list dval)),

(dpop_opstack t 1) = None —

(apop_opstack t (map al pha_da_val 1)) =

None.

At the end of these steps, we obtain, as expected, two
equal states.

Monotonicity Of The Abstract Ezecution The other glob-
al invariant of the execution, leading to consider each in-
dividual bytecode, concerns the monotonicity (see Sec-
tion 2.4). For the putstatic bytecode, it leads to the
following statement:

Lemma exec_non_putstatic : V (sl1,s2 :
(t type) (idx : field_idx),

(51 <state S2) —

((aexec (putstatic t

(aexec (putstatic t

ast ate)

idx) sl) <state
idx) s2)).

The proof is similar to the proof of correctness be-
tween defensive and abstract virtual machines. It is per-
formed by case analysis on the definition of aPUTSTATI C
applied on s1. To each case analysis, the premise is used

to deduce a corresponding rewriting step on the defini-

tion of aPUTSTATI C applied on s2. For instance, we per-

form a case analysis on (apop_opstack t (aopstack

s1)) and use the following property to perform a rewrit-

ing step on s2:

vV (1,11, 12:(list aval)) (t,t1l:aval),

(11 Ziist_avar 12) —

(apop_opstack t1 1)

(3 (7, 1),
(apop_opstack t1 12)
(t Saval t’) /\(I

= (Some (t,1)) —

= (Sone (t’',1")) A
))-

At the end of these steps, we obtain, as expected, two
comparable states.

’
S list_ aval I

3.83.2 The Offensive Virtual Machine

The offensive virtual machine will assume that every ma-
nipulated value is well typed and we will not check dur-
ing execution types of value. In this virtual machine, we
remove typing information from values and set;:

Definition val := Z

The type Z covers all the numerical values (arithmetical
and references values) encountered in the virtual ma-
chine. This leads to a simplified memory model in which
type information is omitted wherever val is used and
other fiels remain unchanged.

Cross-validation results, whose description is omit-
ted here due to space constraints, are obtained just like
commutation properties on bytecodes required by Lem-
ma 1 for the abstract virtual machine (but in that case,
intra or extra-procedural bytecodes do not need to be
distinguished).

4 Conclusion
4.1 Summary

We have developed a general framework that establish-
es the correctness of a parameterized bytecode verifier,
and that justifies the compositional techniques of byte-
code verification. The framework has been instantiated
for specific history structures that are often considered
in the literature and implementations. These instantia-
tions provide convenient entry points to our framework,
and can be used in combination with Jakarta to build
and validate bytecode verifiers with a high degree of au-
tomation. As illustrated in Figure 5, such a combination
requires the user to provide:

— a defensive virtual machine;

— the definition of abstraction functions, in the form of
Jakarta abstraction scripts, that are used to construct
the abstract virtual machine and an offensive virtual
machine. Scripts may contain some proof information
to carry cross-machine validation;
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— a formal proof of the correctness w.r.t. bytecode ver-
ification of method invocation and exception han-
dling, i.e. an instantiation of the module St r uct _Conp
of Section 2.5;

— an instantiation of the history modules to the ab-
stract virtual machine generated by Jakarta;

and returns an offensive virtual machine, several byte-
code verifiers, and a proof that these bytecode verifiers
are correct, in the sense that they will reject programs
that go wrong on the defensive virtual machine, and that
the offensive and defensive virtual machines coincide on
programs that are accepted by bytecode verification.

User Input
Abstraction
function

Jakarta Abstract VM
Def ensive VM

I nvokation
correctness
proofs

Pol yvari ant
Anal ysi s

Monovar i ant
Anal ysi s

ANBov for
Abstract VM

BCV for
Def ensive VM|

Fig. 5 Framework architecture

Such a combination has been used to good purpose
for validating the Java Card platform. Using Jakarta,
we have generated from the Java Card defensive virtu-
al machine (10,000 lines of code), both the abstract and
offensive virtual machine (5,000 lines of code each), as
well as more than 10,000 lines of proof scripts that es-
tablish cross-machine validation and the monotonicity of
the generated abstract virtual machine. We have provid-
ed another 1,500 lines of proof scripts which concern the
correctness w.r.t. bytecode verification of method invoca-
tion and exception handling. Together with the output
of Jakarta, these 1,500 lines provide all relevant infor-
mation for the bytecode verifier to be proved correct—
without any further user interaction. The bytecode veri-
fier framework itself is constituted of 6,500 lines of proofs
or specifications.

4.2 Related work

There is a considerable body of machine-checked specifi-
cations of execution platforms such as the JVM or .NET,
many of which use the methodology instrumented in our
work, see e.g. [1,3,7,17]. For lack of space, we can only
single out a few works:

— Bali: one of the most comprehensive achievements to
date is that of the Bali project, which has formalized
in Isabelle/HOL a large body of the Java platform,
including (1) the type system and the operational se-
mantics of the source language, with a proof of type
safety; (2) the Java Virtual Machine, bytecode veri-
fier, and lightweight bytecode verifiers, with a proof

of correctness of bytecode verification; (3) a compil-
er, with a proof that it preserves the operational se-
mantics and typability, see e.g. [20,23,15,16,19]. The
main differences with our work are that they do not
follow our methodology (based on the defensive vir-
tual machine) and that they do not model security
features of the Java platform (whereas our formaliza-
tion deals with the Java Card firewall).

— J Book: in their work [22], Bérger, Schmid, and Stér-
ck provide formal specifications of the offensive and
defensive JVMs, and discuss their relationship, and
in particular the derivation of a defensive JVM from
an offensive one, but the discussion remains informal;

— .NET: There are also machine-checked proofs of type
soundness for .NET [12,26]. This work is more closely
related to ours in the sense that [26] explicitly aims at
developing tools to automate type soundness proofs.
The major difference with our work is that they do
not pursue cross-machine validation, and opt instead
for a standard type soundness proof.

4.3 Future work

Our work can be pursued in three main directions: im-
proving the framework, instantiating the framework on
other case studies, and completing our models of the Ja-
va Card platform.

4.3.1 Enhancement of the framework

The dataflow analysis upon which our framework re-
lies could be optimized through the use of bitmaps that
record program points upon which the iteration must
take place—currently we iterate abstract execution over
all program points. Such optimized versions of Kildal-
] algorithm are standard in the literature and could be
added to our framework.

Further, we could provide a detailed treatment of
lightweight bytecode verification algorithms, which re-
ly on annotations at specific program points to perform
bytecode verification in one pass. In fact, we have already
developed an abstract lightweight bytecode verifier, and
shown its soundness and completeness w.r.t. standard
bytecode verification. The formalization and proof are
short and crisp, but we assume that each program point
comes with type information, which is not required, and
departs from implementations of lightweight bytecode
verification in which only junction points are annotated.
It seems interesting to adapt our work so as to provide
certified and realistic lightweight bytecode verifiers.

4.3.2 Instantiation of the framework

One main line of research for future work is to instantiate
our framework to enhanced bytecode verifiers that guar-
antee a stronger security of applications. Indeed, there
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have been many proposals of type systems for the JVM
that provide stronger guarantees with respect to safety
and security, and it would be interesting to adapt our
virtual machine specifications to such type systems.

In fact, we have begun applying our framework to
non-interference, a high-level property that assumes that
executing a program will not leak confidential informa-
tion. More concretely, we have built and validated a byte-
code verifier for information flow for a representative
fragment of the JVM, using the type system of [5]. While
we use the framework described in this article, it should
be noted however that, in the context of non-interference,
the correctness proof for the bytecode verifier does not
follow immediately from the framework, see [4].

In a different line of work, it would be nice to apply
our methodology to other execution platforms, such as
the .NET platform.

4.83.83 Modeling the Java Card platform

Our work has focused on the verification of the bytecode
verifier, and left aside several important issues in the
modeling of the Java Card platforms.

It would be interesting to model native methods, both
to establish some of their basic properties, and to be able
to execute arbitrary Java Card applets. Further, it would
be interesting to integrate novel features of Java Card
2.2, including multi-channel, or even to extend our mod-
el of the JCVM to a model of the JVM. While feasible,
the latter would require to account for Java features such
as dynamic class loading, garbage collection and multi-
threading. Even if these features have been studied and
even sometimes formally modeled, their integration with-
in our formalization would require a substantial effort.

In another line of work, it seems very important from
a practical perspective to model card management mech-
anisms since they have a direct impact on security. We
intend to use our formalization as a basis for developing
a formal model of Global Platform APIs, building up
on [6].
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Coq Formalism

The Coq system [10] is a general purpose proof assistant for
the specification and verification of mathematics (in a broad
sense). It is based on the Calculus of Inductive Constructions
and, through to the Curry-Howard isomorphism, integrates a
very rich specification language and a higher-order predicate
logic.

We continue with some notations for the current Coq ver-
sion, numbered 8.0. In Coq, the type of propositions is Pr op,
and the type of data is Set . We use A* B to denote the carte-
sian product of two types A and B, (a, b) to denote pairs,
fun (x: A) =b to denote a A-abstraction, V (x: A), B to de-
note a dependent function space and A—B to denote a non-
dependent function space. An inductive type is declared with
the keyword | nduct i ve, its name, possibly some parameter-
s, its type and a list of its constructors with their names. For
instance, two classical examples are the type of integer and
the type of polymorphic lists:

I nducti ve nat Set :=

| O: nat
| S: nat — nat.
I nductive list (A: Set) Set : =
| nil (list A)
| cons A — (list A — (list A.

The syntax a :: | is a shorthand for cons a | and | ++
|’ for the concatenation of the list | and |’ .

A record type is declared with the keyword Recor d fol-
lowed by its name, its type, and a description (name and
type) of its fields. It is represented internally as an induc-
tive type with a single constructor. Selectors are functions
(defined by case-analysis) so we write (f r) instead of the
more standard r. f.

Definitions are introduced by the Defi ni ti on keyword
and pattern matching over an inductive type is introduced by
the mat ch <expr > wi t h notation as shown in the following
intuitive example:

Definition is_zero (n : bool :=
match n with

| O=true

| (S p) = false

end.

nat)

As is common in dependent type theory, the specification
language enforces all functions to be total. Nevertheless, par-
tial functions can be represented in Coq for instance as done
in this paper by using the lift monad which is introduced
through the inductive type:

I nductive option (A : Set) Set :=
| Some : A — (option A)
| None : (option A).

For instance, the function that computes the head of a
list is defined using opt i on since the head of an empty list
does not exist:

Definition head (A :
(option A) :=
match | with
| nil = (None A)
| x :: _ = (Some A x)
end.

Set) (I : list A)

Modules Our work makes an extensive use of the interactive
ML-style modules that were recently integrated to Coq [8].
Hence we briefly review the syntax for modules. The keyword

Modul e Type introduces the declaration of a type of a mod-
ule, and is followed by its name, a collection a Par anet er
and Axi omdeclarations giving its signature, and it is closed
by the keyword End. A module type can also include (and, in
a certain sense, extend) other module types with the keyword
Decl are Mbdul e. A module type is implemented using the
keyword Modul e (the module type it satisfies is specified af-
ter the notation <:). As usual, the module must fulfill the
signature of the module type it implements. Note that oth-
er modules can be given as parameters of a module, which
is then called a module functor. Finally, constructions of a
module can be accessed outside the module using the dot no-
tation of qualified names or directly with the keyword | npor t
followed by the module name.



