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Abstract frameworks, it is shown that the diagnosability assessment

problem stated on both sides can be brought back to the same
formulation and that common concepts can be proposed for
proving diagnosability definitions equivalent.

This paper is concerned with diagnosability analy-
sis, which proves a requisite for several tasks during
the system’s life cycle. The Model-Based Diagno-
sis (MBD) community has developed specific ap- .
proaches for Continuous Systems (CS) andforDis- 2 DES and CS modelling approaches

crete Event Systems (DES) in two distinctand par- i section presents the different theories used to model
allel tracks. In this paper, the correspondences be-  pegg and CSs. The principles underlying DES and CS mod-
tween the concepts used in CS and DES approaches ¢ hased diagnosis are given and diagnosability is introduced
are clarified and it is shown that the diagnosability o hoth sides. Both approaches rely on the analysis of the
problem can be brought back to the same formula-  5yservable consequences of faults, i.e. symptoms.
tion using the concept of signatures. These results The main difference between DES and CS diagnosabili-
bridges CS and DES diagnosability and open per- , anaiysis processes is that the order of appearance of the
spectives for hybrid model based diagnosis. symptoms is only taken into account in the DES approach.
In the CS approach, fault occurrence assumes immediate and
1 Introduction simultaneous observation of the symptoms, while in the DES
ﬁ\pproach diagnosis relies on the observation of a sequence of

Diagnosis is an increasingly active research domain, whic mbtoms after fault Proof is ai that
can be approached from different perspectives according t3YProms after Iault occurrence. Frool Is given that, assum-
g the system observed a sufficiently long time, diagnosabil-

h f m at hand and the requir raction lev” . ;
tel.e txﬁﬁoougsg ‘Qggmeatrecaenci 3vodrkts eh a%gucggs%b;tezcé?agneol_ty conditions for DES and CS are conceptually equivalent.
sis based on hybrid mode[sVilliams and Nayak, 1996;

Bénazraet al, 2002; BEnazra and Trag-Massugs, 2003 2.1 The models
the Model-Based Diagnosis (MBD) community has devel-
oped specific approaches for Continuous Systems (CS) arfldES model

for Discrete Event Systems (DES) in two distinct and parallelA DES is modelled by a language,,; C E* whereE is
tracks. Algorithms for monitoring, diagnosis and diagnos-the set of system events,,is prefix-closed, and can be de-
ability analysis have been proposgsampathet al, 1995;  scribed by a regular expression, or generated by a finite state
Jianget al,, 2001; Yoo and Lafortune, 2002; Cima¢t al,, automatonG = (Q, E, T, qo) where(@ is the set of states,
2003; Rog and Cordier, 2002; Jerat al, 2004. The for-  E the set of events]' C (Q x E x Q) the transition rela-
malisms and tools are quite different : the CS communitytion andgy the initial state. Each trajectory in the automaton
makes use of algebro-differential equation models or qualicorresponds to one word of the language, and represents a
tative abstractions whereas the DES community uses finitesequence of events that may occur in the system. The set
state formalisms. For diagnosability analysis, the CS apef eventsE is partitioned into observable and unobservable
proaches generally adopt sdate-based diagnosigoint of events : £ = E, U E,,, and a set of fault’y C E,,
view in the sense that diagnosis is performed on a snapshot &f given. The diagnosis process aims at detecting and as-
observables, i.e. one observation at a given time point. Theessing the occurrence of unobservable fault events from a
DES approaches perforavent-based diagnosisd achieves sequence of observed events. The GélS is defined as
state tracking which means dynamic diagnosis reasoningthe set of all the possible observable events sequences, i.e,
achieved across time. OBS = {(e1e2...e,)} wheren is any positive integer.

This paper is concerned with diagnosability analysis, In this article, it is assumed that the automaton is determin-
which proves a requisite for several tasks during the system’stic (1" : @ — E x @ is a function), generates a live language
life cycle, in particular instrumentation design, end-of-line (every state has at least one outgoing transition), and contains
testing, testing for diagnosis, etc. In spite of quite differentno cycle of unobservable events.



The diagnosis process makes use of a projection operatiad Faults, diagnoses and fault signatures

Fhat removes "’.‘” upobseryable events from a trajectory. Th"?’his section contains formal definitions of faults, diagnoses,
inverse operation is applied to a set of observable events se-

quences and leads to the diagnoses. A fault is diagnosal nd fault signatures. The definitions of diagnosability rely on

when its occurrence is always followed by a bounded observ—ﬁese (see next section).

able event sequence that cannot be generated in its abser&q Faults and diagnoses

(see definition 1). ] ) .
The set of faultsF,,, associated to a system is partitioned

CS model into n types of faults, the partition is notdd. The following
_ _ properties hold :

Thc_e behavior model of a Cs = (R_, V') is generally de- - VE,F;€F,ENF#0=i=j

scribed by a set of relations R, which relate a set ofn - "o F = Fys

variablesV’. In a component-oriented model, these relationsthe occurrence of one or several faults of one type is called a
are associated to the system physical components, includingngle fault. When faults of several types have occurred, the
the sensors. The s&tis partitioned into behavioral relations system is said to be under a multiple fault. The set of possible
which correspond to the internal components and observatiog|ts that may occur in a system is the power sef pfioted
relations which correspond to the sensors. The set of varip(F). For example() describes the absence of fault#;} a
ablesV’ is also partitioned into the set of observed variablessingle fault, and F;, F;} a multiple fault. All three examples
O, whose corresponding value tuples are catleservations  are elements oP(F). Faults are assumed to be permanent.
and the set of unobserved variables nated A diagnosis consists in a set of fault candidates. When a

Observation values, possibly processed into fault indicaeiagnosis contains only one fault, it is said to be determinate,
tors, provide a means to characterize the system at a givemhile if it contains several faults it is indeterminate. The set
time. In a pure consistency-based approach, in which onlyf all possible diagnoses is the power set of the set of faults,
the normal behavior of the system is modelled, the designefiotedP(P(F)). For example{(0}, {{F;}} and{{F;, F;}}

Relations, which can be expressed as a set of residuals. In thijeterminate diagnosis indicating that one of the three diag-

case, the observations resultin a boolean fault indicator tuplgyosis candidates, {F;} and{F;, F;,} have occurred.
In the following, we will refer without loss of generality to the

observation tuples and define the &g S as the setof allthe 3.2 Fault signatures
possible observation tuples, i.€BS = {(o1,02,...,0%)}
wherek is the number of sensors. The observation valu
pattern is referred to as thabserved signaturevhereas the
expected value patterns for a given fault, obtained from th
behavioral model, provide tHault signature Note that sev-
eral value patterns may correspond to the same fault, for e
ample when the system undergoes several operating modes. " : . A
The fault signature is hence defined as the set of all possibl nction Sig associating a set of observables to each fault.
observable variable value tuples under the fault. The diagno2®9 - P(F) — P(OBS)

sis process relies on comparing the observed signature Witiontinuous systems

fault signatures. Fault signatures also allow one to test faul‘-he fault signature is a classical concept in the CS approach

éEstainshing fault signatures is the main part of our diagnos-

ability analysis process. This concept is commonly used in

éhe CS approach, but less in DES. The CSs’ notion of fault

Signature is generalized and extended to DESs, allowing one
Jo write diagnosability criterions in a unified way.

In a general way, one can consider a fault signature as a

detectability. usually defined as follows. For a fayitof P(F), let OBS;

be the set of all possible tuples consisting of observed variable
2.2 The set of observables values under the fault, regardless of time Then :
In the case of DES, observations consist in a sequence of ob- Sig(f) = OBSy € P(OBS)

servable events, while in the case of CS, observations consif)tIscrete event systems

in a set of values for observable variables, with no ordering. . o
This paper focuses on comparing the notions based on Olg_ault signatures are based upon the projection over observ-

servations that lead to diagnosability, making abstraction of:P€ évents, which are defined in a first step. They correspond
the nature of the observations. It is shown that the conce whatis usually known as observable trajectories in the DES

of signatures can be defined in a way allowing to prove th&°emmunity.
equivalence of definitions. However, it does not imply that
any system being diagnosable when modelled as a DES is dtB'f
agnosable as a CS, due to the difference in the observatio
nature. The set of observabledsS is defined as the setcon- oy 44 the letters that are elementsfef. For example if
taining all the observations that are possible for the system. I} _ {e1, €163, e16s, eaes, ereses} andE, = {e1, s}, then
may represent the observations obtained from a DES (asetof _ ' '’ ~'™% “172 ©28, F17258 0 b
ordered observable events) as well as those from a CS (a set Note that “under the faulf” means that exactly all the faults in
of observable values). f occured, and no faults out gfoccured.

Language projectiofThe language projection over the set
observable event&,, notedP,;,, to a languagd., as-
Wciates the language formed by the wordsLofestrict-



Pos(L) = {e1, e1e2, e2}. The inverse projectio;,!, de- 4.2 Continuous systems

fined onP(OBS), to a set of observable events sequencesiy the CS approach, the classical definition of diagnosabili-
associates the set of trajectories (which is a language) whosg is already given in terms of the fault signature concept as

projections belong to the antecedent set : follows [Travé-Massugset al., 2004.
VO € P(OBS), CS (Strong) Diagnosabilitya CS is (strongly) diagnosable
Pyys(0) = {5 € Lys, Pops({s}) N O # 0} if and only if :

Fault languageFor each faulf € P(F), the f-language Yfl’ f? _E_P(F)a f} # f2,.529(f1) N 52{1(f2) =0 (2 |
or Ly, describes all possible trajectories in whi¢toccurs.  This definition applies to single or multiple faults and dif-
Ly is defined as the subset of the system’s automaton’s larfers from the DES definitions in this respect. It is shown in
guageL.,s, restricted to the words containing at least onethe next section that this difference is not relevant and that the
occurrence of every single fault event composjhgand no  fault signature concept is a unifying concept allowing one to
occurrence of any other fault everdt; describes all possible formally compare the two approaches.
scenarios in whichf occurs. The words of thg-language )
are calledf-trajectories 5 Formal Comparison

. . . . In this section, we give the proof of equivalence between the
Fault signatureBecause of our particular interest for di- diagnosability definition in the DES and CS approaches. We

agno;ability,hamonﬁ the set gﬁftrajeptoriesr,] we an special first prove that the DES definition can be extended to multi-
attention to those that can be obtained when the observatigfle t5,1ts which provides a better insight into the definition

temporal window can be arbitrarily extended. This is done b interpretation.

considering, inL;, only words that end in an infinite cycle.  ag noted before, definition (1) is stated for element#of
They are defined as threaximal wordsand form themaxi- \yhich corresponds to consider single faults. Let us extend it

mal f-languageL’7** of the fault. Formally, a trajectoryof 4 yjtiple faults. The occurrence of a multiple faglin a

Ly belongs tal’7“* if and only if 3¢,u € E*,s = tu™. No-  trajectorys is notedvF; € f, s N F; # (. The diagnosability

tationu° refers to the word built as an infinite concatenationcondition (1) is verified for each; € f with possibly differ-

of wordw, i.e., everyu" € u* is a prefix ofu™. entn; values. Taking the largest value of all thesealues as
For each faultf € P(F), the projection of the maximal 1, it can be easily shown that definition (1) is equivalent to

f-languageL7*** over the set of observable events is calleddefinition (Z), which accounts explicitely for multiple faults

the f-signature Any f-signature is a subset 6iBS asitis  f = {F;}.

solely composed of observable events. With the above defini- F) 3
tions, it is possible to define the signature funct®igas the v eP(F) dns e N,
function associating itg-signature to any faulf € P(F) : Vs € Luys/ (VE: € [, F; € 5), 1)
9 : Vt € E*/(st € Lays), ||t > ny =
VfeP(F), Sig(f)= f-signaturec P(OBS) Vu € Py (Pops(st)),VF; € f,F;eu W
This result shows that the DES diagnosability definition can
4 Diagnosability be given in terms of faults (instead of fault types), whether

_— . . . single or multiple, like the CS diagnosability definition.
Formal definitions of diagnosability according to the DES  The equivalence between diagnosibility definitions is now
and CS approaches are now given. proved by considering the assessment upon absence of faults
. in a diagnosable discrete events system.
4.1 Discrete Event Systems Let us consider a diagnosable system, thus verifying (1),
We rely here on the (stronggliagnosability definition as de- and trajectories of arbitrary length, in particular maximal tra-

fined by[Sampattet al., 1999. jectories which correspond to maximal words as defined in
DES (strong) Diagnosabilitya DES is (strongly) diagnos- section 3.2. Let us consider such a maximal trajectog-
able if and only i : longing to thef-languagelL;. It means that contains at
least one occurrence of every single fault event composing f
VE; € F,3n; € N,Vs € Lyys/(Fi € s), andno occurrence of any other fault belongs thus td.7
vt € E*/(5t1€ Liys), (1) andits projection over the set of observable events belongs to
[t]l > i = Yu € Py (Pobs(st)), Fi € u the f-signature. Now suppose that there exists a (maximal)

. _— . trajectoryu such thatP,,s({u}) equalsP,s({s}) and that
One can notice that the d_eflnltlons are stateq with respecttd . iains at least one occurrence of a faitwhich does
elements ofF'. The system is required to be diagnosable for

. -~ 'not belong tof. By (1), it implies that all trajectories sharin
each fa}ult type, independently of the fact that they are smgl?he obserg\J/aine p):o(je)ction gicontainF,» V\jhich is contra—g
or multiple faults. J

dictory with our hypothesis about Thus, there does not
2 definition for weak diagnosability is given ifRoz and  €Xistany trajectory having the same observgble projection as

Cordier, 2002 for DES and in[Travé-Massugs et al, 2004 for s and containing a fault not belonging fo This proves that

Cs Vfi, fo € P(F), f1 # f2,Sig(f1) N Sig(f2) = 0 which is
3The notationF; € s means thak contains at least one fault exactly the definition (2) given in 4.2 for the Continous Sys-

event ofF;. tems. [ |



6 Operational comparison Fg fired when a fault occurs on sens$r; r1, 7 fired when

This section contains an example that illustrates the concepfdt@lytical redundancy relations andr», are violated.

introduced before and compare the DES and CS diagnosabil- 1€ automaton is shown in figure 3. An arc labelied
ity results. represents two arcs labelledandb, a leading to a state in

which onlyb may occur.

6.1 Example O%O‘:’Q_G’Q_b’g

(1
cy Tank 1
delaym; delaym
"
¢ S Tank 2>
Pump

\ Fyl.m.rg '

Figure 1: A water flow system Foy 12

The system represented in figure 1 is inspiredRafig et
al., 2009. It is composed of two water tanks with heights
andy-, and a pump connected by a water flow channel. Both
tanks supply consumetrs andc,. The delays, respectively

Figure 3: Automaton describing the system

7., correspond to the time needed for the water to reach tank2Fault Slgnatur;eo
from tankl, respectively tankl from the pump. It has two 0 (pc’f'pofﬂ —
operating modespump orandpump off We consider faults Fer (pon-poff) 11.(Pon-Pos f) .
in sensorg1, y2, ¢1 andcz, named respectivelyy,, Fy2, Fe1 (Pon-Poff)”-Pon-T1-(Poff-Pon)
andF_s. Feo (pon-poff)*-1'2-(]7on-poff)oO

To simplify, the example is limited to single faults and as- (Pon-Poff)* Pon-T2-(Posf-Pon)™
sume the system does not switch its operating mode betweenfy1 (Pon-Poff)*-r1.T2.(Pon-Poss)™
the occurrence of a fault and the appearance of its symptoms. (Pon-Por )" Pon-T1-r2-(Poff-Pon)™

Fya | (Pon-Pors)™ -T2-Pon-T1-(Dosf-Pon)™

6.2 Continuous model, state-based diagnosis (Pon-Poff)" Pon-r2.r1.(Poff-Pon)™

The discretized and linearized non-linear dynamic equations, . L
are described ifiPuig et al, 2004. From these equations, Figure 4: Fault signatures (discriminant subwords are bold-

it is possible to derive two analytical redundancy relations off%)-

the form :
r(t+AL) = f1(yi(t), yr(t+AL), 1 (t), y2(t—72)) ra(t+ From the automaton and following section 3.2, it is pos-
At) = f, (yg(t), ya(t + AL), ca(t), yr (t — 71)) sible to build the signatures for all the faults (see Figure 4).

From these relations and considering when pump is-ff, Recall that all the events except faults are observable. The
is independent ofj», the fault signature matrices shown in fault signatures are disjoint sets, the system is hence diagnos-

Figure 2 are deduced. able.

Fyl Fy2 Fcl Fc2 Fyl Fy2 Fcl Fc2 64 ReSUItS i .
| 1] 1]1]0 ri| 10110 This example shows that, although DES and CS diagnosabil-
rol] L] 1]0]1 ro] T 1[0 1 ity definitions are formally equivalent, operationnal diagnos-

Pump ormode Pump offmode ability assesment critically depends on the nature of observ-

ables.
Figure 2: Fault signature matrices for the system In the CS approach, diagnosability is not achieved, as fault

signatures are not disjointp,,, 1 = 1,72 = 1) is a signa-
From the fault signature matrices, the system is not diagture for bothF,; and Fy2, and(poss,m1 = 0,72 = 1) is a
nosable (for example, the observalile,,,r1 = 1,7, = 1) signature for bottF,» and Fes.

belongs to two fault signatures). In the DES model, in thgump onmode, the symptoms
i . ) r1 = 1 andry = 1 appear in the order(r;) for F;; and in
6.3 Discrete event model, dynamic diagnosis reverse orderrgr,) for F,,. Taking this order into account

For the DES model of the system, the following events argpermits fault discrimination betwedh),; andF;, in dynamic
used : pon,poys, fired when the pump is turned on or off ; diagnosis. In addition, in theump offmode, bothF,, and



F., are followed by the; symptom, but only in the case of result. In practical applications, this delay has to be estimat-
Fy2, apon, command will be followed by the; symptom. ed and must be realistic wrt existing risks and decisions to be
Notice that diagnosability stands on the assumption that theaken. Another view is to enrich CS signatures with temporal
pump will be turned on some time : it is only after thg, information[Puiget al, 2009.

command that the faults can be discriminated. Having a common diagnosability analysis approach for
both state-based and dynamic diagnosis also opens perspec-
7 Related work tive for analysing hybrid systems diagnosability.
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