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OS Finger Printing?

Why doing OSFP?
—Network survey
—Audits
—Intelligence / to be nosey!

Other reasons...

—Learn what hackers really know
about you

—Build better traps
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Principles

Operating System Finger
Printing (OSFP)
—Trigger the target
—Record Iits reactions
—Analyze (vs database) =
—Dig further if needed =kl
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Caveats

Many things are unknown
—Initial state of the target
—Effect of the stimulation
—Effect inducted by the environment...

Some pitfalls lead to doubt
—Incomplete reference base?

—Network problems?
—New countermeasure
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Difficulties

OS In the
database

OS not In

the database

OS unknown
(often the case)

f

The tool
gives a result

~

No result
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Different Technigues

Stack fingerprinting
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Packet
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Ex: NMAP

Open Port Close Port
ISN (TCP seqguences) IP ID

1P ID TCP SYN, TCP ACK
TCP SYN + options UDP (ICMP answer)

TCP ACK
TCP S/F/P/U TCP Xmas (F/P/U)
TCP NULL

Non standard packets

LSM 2003 12



Ex: ISN generation
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Cron-0S
principles

TCP/IP Congestion,
Stimuli, Measures.,
Errors




TCP/IP Connection

ESTABLI
SHED
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With congestion (packet losses)
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1St Principle

1.

2x

3.

4.

Server has to be In
SYN RCVD state

Ignore SYN ACK
packets

Measure delays between
SYN ACK packets

Compare results with
signature database

LSM 2003



<QUOTE 'RFC 2988'>=

Until a round-trip time (RTT)
measurement has been made for a
segment sent between the sender and
recelver, the sender SHOULD set RTO
<- 3 seconds...

</QUOTE 'RFC 2988’=

LSM 2003
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TCP/IP active disconnection




With congestion




2"d Principle

1. Server has to be In
CLOSE WAIT state

2. Ilgnore ACKs, ignore FINs

3. Measure delays between
FIN packets

4. Compare results with
signature database
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<QUOTE ’RFC 29887>

An 1mplementation MUST manage the
RTO In such a way that a segment
IS never retransmitted too early.
The host MUST set RTO <- RTO * 2
("'"back off the timer').

The maximum value (60s) may be
used to provide an upper bound to
these doubling operation.

</QUOTE ”RFC 29887>
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TCP/IP passive disconnection




With congestion




3rd Principle

1. The server has to be In
FIN WAIT1 state

2. Ilgnore FINs

3. Measure delays between
FIN packets

4. Compare results with
signature database
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Why the 3" Principle?

Web servers often close the
connection

—HTTP 1.0 normal behavior
—Send GET / HTTP/Z1.0\r\n\r\n

The server will then send data and
close Its connection

—Itis now In FIN WAIT1 state
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Inside Cron-0S sigs

For 2"d and 3" Cron-OS methods:

—As seen In RFC 2988, RTO depends
on RTT

—We need to compute the RTT
(connect In signature file)

—Then, match the signature using the
connect value (scale)

LSM 2003 27



Example

The sig contains:

—Crono0OSs_LastAck(nbPkt=2%Time=30%C
onnect=20000%p=150000%p=300000)

Measure Is:
—Connect=38900%p=301050%p=598000

38900720000 = 1.945 ;

So, sig scales to :
—Connect=38900%p=291750%p=583500

LSM 2003 28



Practical
Example

Typical use, Special
case, SYNRelay




Cron-OS/NMAP Integration

# ./nmap-cron-0S shal.no-1p.org

FREst
ports
80 &
\ 1234 )

j—

Listen 60 s. for

each analyzed state

i

\%;7—p 80,1234 --cron-0S sliIf
-—-timeout 60 -0

4

G Analyze syn

last-ack & fin-

__ Wwaitl states

OOOOOO

3



Fingerprint: Windows NT
TSeq(Class=R1%gcd=1%S1=3CC4%IPID=I. ..
T1(Resp=Y%DF=Y%W=FFFF%ACK=S++%Flags=. ..

PU(Resp=Y%DF=N%TOS=0%1PLEN=38%RIPTL=. . .
Cron0S_Syn(nbPkt=2%T ime=30%p=2806316%p=
6010910)

Cron0S LastAck(nbPkt=3%T 1me=30%Connect=
134571%p=2918695%p=5909092%p=12014080)
Cron0S_FinWart(nbPkt=0%T 1me=30%Connect=
136213)
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Portability

Main Cron-0OS drawback, but

—Planb-security made a PERL version
called Snacktime

—Also LibNet 1.1 is now supported
Cron-0S is Open Source Ll
—Anyone can contribute!

LSM 2003 B2



Typical use

xterm

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )
Filtre pcap :Src host XXX.XXX.XXX.XXX and src
port 80 and dst port 50101

Try Time: 2992758 5997554 12004378

Interesting ports on  (XXX.XXX.XXX.XXX):

Port State Service

80/tcp open http

Remote OS guesses: FreeBSD 4.5 (2success/2t
ests), FreeBSD 4.7-RELEASE - 4_.8-RELEASE (2
success/2tests), Windows 98 Second Edition
(2success/2tests), Windows NT 4 Workstation SP2/S
P3/SP4/SP5 (2success/2tests)

#
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Typical use

xterm

I

80/tcp open http

No exact OS matches for host (test conditions non-
: 1deal) .
 TCP/IP fingerprint:
_ SInfo(V=3.00%P=i686-pc-linux

| gnu%D=5/21%T ime=3ECB3A3E%0=80%C=-1)

. TSeq(Class=TR%TS=100HZ)

| T1(Resp=Y%DF=Y%W=EO00%ACK=S++%F I ags=AS%Ops=MNWNN)
Uptime 73.346 days (since Sun Mar 9 01:17:11 2003)
_Nmap run completed -- 1 IP address (1 host up) sca
_nned in 12 seconds

#
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Typical use

Results are different. Why?
—Maybe there’s a dropping firewall

—Maybe the real OS is not already In
the database

—Maybe network conditions are poor
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Special case

Port State Service

80/tcp open http

Remote OS guesses: Win2k Pro Base/SP1/SP2/SP3, Win
2k Srv Base/SP1/SP2/SP3, Win2k AdvSrv Base/SP1/SP2
/SP3 (2success/2tests), Windows 95 B

(2success/2tests), Windows 98 Second Edition
(2success/2tests), Windows Me (2success/2te

sts), Windows NT 4 Workstation Base/SP1 (2su

ccess/2tests), Windows NT 4 Workstation SP2/SP3/SP

4/SP5 (2success/2tests), WinXP Home Base/SP1

a, WinXP Pro Base/SPla (2success/2tests)

#
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Special case

aterm

qq-part | grep -v "Resp=N"

Port State Service

80/tcp open http

Remote operating system guess: Nokia M1122 DSL Rou
ter

OS Fingerprint:
TSeq(Class=R1%gcd=1%S1=5937%1PI1D=1%TS=0)
T1(Resp=Y%DF=Y%W=FAFO%ACK=S++%F lags=AS%0ps=MNWNNT)
T3 (Resp=YUDF=Y%W=FAFO%ACK=S++%F lags=AS%0ps=MNWNNT)

Nmap run completed -- 1 IP address (1 host up) sca
nned In 4 seconds

LSM 2003




Special case

Results are different. Why?
—A Nokia device Is use as a SYN Relay
—NMAP “sees” this device
—Cron-0S “sees” across
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Special case

Results are complementary

—Alone, Cron-0OS cannot detect the
SYN Relay

—Alone, NMAP cannot detect the
protected host

—Together, Cron-OS and NMAP detect
both OS and the architecture

LSM 2003 40



http://cron-os.tuxfamily.org
Questions?

olivier.courtay@enst-bretagne.fr
olivier._heen@thomson.net

franck.veysset@francetelecom.com

k]
ENST " ( france telecom

el THOMSON - R
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Tools

What is the Matrix? |1/ | "1

WWW.IiNSecure.org et i a

Www.Xprobe.org Xprobe .
www.stearns.org/pOf

ettercap.sourceforge.net etferca#
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Appendix
TCP/IP States

l— LISTEN
SYNRCVD SYNSENT

el ESTABL ISHED CLOSEWAIT
FINWAIT1 CLOSING LASTACK

SERVICE
sssssss

-
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