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Abstract. The problem of residual evaluation for fault detection in partially ob-
served diffusions is investigated, using the local asymptotic approach, under the
small noise asymptotics. The score function (i.e. the gradient of the log-likelihood
function) evaluated at the nominal value of the parameter, and suitably normalized,
is used as residual. It is proved that this residual is asymptotically Gaussian, with
mean zero under the null hypothesis, with a different mean (depending linearly
on the parameter change) and the same covariance matrix under the contiguous
alternative hypothesis. This result relies on the local asymptotic normality (LAN)
property for the family of probability distributions of the observation process, which
is also proved.
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1 Introduction

The problem of fault detection and isolation (FDI) in dynamical properties
of signals and systems has received growing attention, and has been theo-
retically and experimentally investigated with different types of approaches.
Among these, the local approach is known to be very powerful and has been
successfully applied in many practical situations. Some early and fundamen-
tal works on the subject include Benveniste, Basseville and Moustakides [2],
Benveniste, Métivier and Priouret [3], Basseville [1], etc. As explained there,
the local approach consists of the following two steps. The first step, called
residual generation, is to propose a statistics, called the residual, which de-
pends only on the observations and on the nominal value of the parameter,
and which ideally should be close to zero under the null hypothesis, and
significantly different from zero under the alternative hypothesis. The sec-
ond step, called residual evaluation, is to study the asymptotic behaviour of
the residual under the null hypothesis and under a contiguous alternative
hypothesis, and to design a simple test based on the residual.

In the case of completely observed stationary Markov processes (con-
trolled by the parameter), Basseville [1], Delyon, Juditsky and Benveniste [7]
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have considered some residuals (such as the efficient score, the quasi—score,
etc.) and have investigated their asymptotic behaviour when the size N of
the sample goes to infinity : typically, the residual (, satisfies the following
central limit theorem as N T oo

N(0, X(a)) , under P,
(N =

N(M(a) A, 2(a)), under P,/ /5,

where « is the nominal value of the parameter. ;From this result, one can
design the optimum test by reducing the original problem of detecting a
change in a dynamical system, to the simple and universal static problem of
detecting a change in the mean of a Gaussian r.v., see [1].

In the case of partially observed diffusions, Cérou, LeGland and New-
ton [5] have addressed the problem of residual generation. They considered
the score function, i.e. the gradient of the log-likelihood function w.r.t. the
parameter, evaluated at the nominal value, as the residual, and proposed
an efficient numerical approximation using particle filters. In this paper, the
corresponding residual evaluation problem is studied. Instead of the large
time asymptotics, the small noise asymptotics is used here, which usually is
simpler to deal with, see Kutoyants [10].

The paper is organized as follows. Section 2 presents the model and gives
the expression of the residual. Some preliminary computations based on small
noise expansion, are presented in Section 3. Asymptotic normality of the
residual under the nominal hypothesis is studied in Section 4. In Section 5,
we prove the local asymptotic normality of the family of probability distri-
butions of the observation process, and in Section 6 we prove the asymptotic
normality of the residual under the contiguous alternative hypothesis, and
we apply these results to the FDI problem.

2 Statistical Model and Residual Definition

On a measurable space (§2, F, P) are given

e for each € > 0, a family M® = {Py ., 0 € O} of probability measures,
e two stochastic processes X = {X;, 0<¢t<T}andY ={Y;,0<¢ < T},
taking values in R™ and R? respectively,

such that under Py .

dX; =b(0, Xy)dt +edWf |, Xo=c¢e&,

dY; = h(Xy)dt +edVy |, Yy=0,
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where {W/,0 <t < T} and {V}?,0 < t < T} are independent standard
Wiener processes, and ¢ is an R™-valued r.v. independent of the Wiener
processes, which we assume to be a standard Gaussian r.v., without loss of
generality.

Assume that 2 is the canonical space C([0,7];R™*%), in which case X
and Y are the canonical processes on C([0,7]; R™) and C([0,T]; R?), respec-
tively, and Py . is the probability distribution of (X,Y"). The set of parameters
© C R? is compact, and the coefficients satisfy the following hypotheses

e the mapping (0,2) — b(f,z) is bounded, with bounded and Lipschitz
continuous derivatives 9b(6, z) and (0, z:) (w.r.t. the parameter and the
state variable respectively),

e the mapping = —— h(z) is bounded, with bounded and Lipschitz contin-
uous derivative h'(x).

Our purpose is to design statistical tests to decide whether 6 = «, corre-
sponding to a nominal behaviour of the system, or # # «, on the basis of a
given observation path {Y;,0 < ¢ < T'}. Let Yr denote the o—algebra gener-
ated by the process Y. The hypotheses ensure that the probability measures
in M* are mutually absolutely continuous, thus, according to Campillo and
LeGland [4], the likelihood function for estimating the parameter 6 given Yr
can be expressed as

Le(0) =E} [25 | V1],

where
€ 1 ! * 1 ! 2
7 :eXp{—z/ h (XS)dYS——Q/ IB(X,)2 ds} |
e Jo 2e% Jo

for any 0 <t < T, and where ]P’; . is a probability measure on {2, equivalent
to Py . with Radon-Nikodym derivative

dPg.
dpg’g

€
T »

independent of 6 € @, so that under IP’(B)E
dX; = b0, X)dt +edW?, — Xo=c¢€,

and {Y;,0 <t < T} is a Wiener process independent of {W/,0 <t < T},
with covariance matrix 2 I;. Alternatively

L.(0) = ELAY" Z5 | V1] (1)

where

0,e 1 i * 1 ! 2
A :exp{a—z/o b (G,Xs)dXS—? ; |b(0, Xs)|*ds}
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for any 0 < ¢t < T, and where P! is a probability measure on (2, equivalent
to Pg . with Radon—Nikodym derivative

dP} .

dPL

0,e
T >

so that under PI, {X;,0 <t < T} and {Y;,0 <t < T} are two independent
Wiener processes, with covariance matrices €2 I,,, and €2 I; respectively.

By definition, the residual (. is the gradient (column—vector) of the log-
likelihood function w.r.t. the parameter 6, evaluated at the nominal value
0 = a, and suitably normalized, i.e.

(e =(edlogL.(ax) )" .
It follows from (1) that

0 Lo (0) = El[dlog A7 AG° 73 | Yr] = E} [0log A" Z5 | Vr] ,
hence

eE!l [0 log A% Z5 | Y
0 log L.(0) = 5(211(59()9) _ o.cl : g ST = Vr]
c E@,E[ZT | yT]

= ey [0 log A7° | Vr] = (Eo[57° | Vr])"

where
t 1
=0 = / Ob"(0, X) — [dX, — b6, X) ds]
0
t
= / ob* (0, X,) dw? |
0
forany 0 <t <T.

Let pf’e denote the unnormalized conditional density of the r.v. X; given
Y under Py ., and let wf ¢ denote its derivative w.r.t. the parameter 6, i.e.

/ o(2) pl° (w) do = B [6(X) Z5 | V4]

and
/ b Wl (x) dz = E}_[(X,) dlog A° 75 | ] ,

for any test function ¢ defined on R™. Then the likelihood function can be
expressed as

L.(0) =B} _[Z5 | ¥r] = / Pl () da | @)



Asymptotic Normality in Partially Observed Diffusions with Small Noise: Application to FDI 271

and it follows from Campillo and LeGland [4, Section 4] that the residual can
be expressed as

[ [ ewp®(2)dx]”
: (3)
/ p7"(x) dx

Moreover, {p"°, 0 < t < T} satisfies the Duncan-Mortensen—Zakai (DMZ)
equation

CS = Ea,E[E'?“)E | yT] —

. m 6 A m ; .
dp? e (z) = i’ Z 02,01, pee () dt — 237 [6'(0,2) p}* (x) ] dt
igj=1 """ i=1 v

1 e
(@) () Y

£l

0, s s
Po (.’If) - Em(27'(')m/2 eXp{ 262} ’

and {w!®, 0 <t < T} satisfies the stochastic partial differential equation

€ — 82 € ~ a 7 €
dw?” (z) = 3¢ E axamwf’ () dt — E azv[b(e,x)wf’ (x)]dt
A =1 i

whe () =0.

3 Small Noise Expansion

Let (X© V() and (XY (1)) denote the solutions of the following limiting
ordinary (deterministic) differential system

X =be,x{”), XV =0,
VO =nx), v =o0,
and linear tangent stochastic differential system
dxM =v(a, xO) xMat +awy . x§V =¢,

O = W) X v ave v =0,
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respectively. Define also
_ 1 - 1
Xi=-(x X)), and ¥F=-(-v"),
€ €

for any 0 < ¢t < T and any £ > 0. Then (X¢,Y¥) is the solution of the
following contaminated stochastic differential system under Py .

dX7 =~ [b(60, X" + e X7) — bla, X )] dt + AW/, X =€, 5

5

dYg = = WXV + e X5) — h(X ) dt +avy , Y§=0,

M| =M =

1
Notice that the mapping v —— — [b(0, Xt(o) +eu) — b(a,Xt(o))] is bounded
€
and Lipschitz continuous, with a Lipschitz constant independent of & > 0,
hence the r.v. X7 has moments of any order, which are uniform in € > 0.
Under the nominal behaviour of the system, we have the following well-
known result, see Freidlin and Wentzell [8].

Lemma 1. Ase |0

sup | X5 — X —0, and sup [VF -V —0,
0<t<T 0<t<T

in Py . —probability.

Set

I I
== [ B(X© dYs——/ X2 d
o= [ WE v 5 [P,

and define

ﬁ?’g(u) =™ exp{—¢:} Pf’e( © 4 eu)

0% (u) = ™ exp{—o} wi (X[ + cu)

Then by the It lemma, {p°, 0 <t < T} and {@?°, 0 <t < T} satisfy the
stochastic partial differential equations

m a
_95 _ 1 _0,e
dpye(u) = 3 Z:j auiauj Ve (w) dt
m 8 . 5
=3 (L6, X e w) — (o, X[ ()
i=1 "
1 e
25 (X +ew) = (X)) 9 (u) [aYs — h(X[") dt]
0. 1
po(u) = @2 exp{—3 [ul*} ,
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and

respectively. Let 37% denote the o-algebra generated by the process Y©. It
follows from Theorem 3.7 in Charalambous, Elliott and Krishnamurthy [6],

that

= Ea,s[T;7s | j}%] s

where
t
_ 1 - o
TP¢ = exp] / — b0, XV + € X3) = blo, X{¥ + & X0)" W
0

t
1 . _
5 [ 6. X 4 £ X5) — bla, X e XD ds)
0

for any 0 < ¢ < T. Similarly, it follows from Theorem 3.2 and Remark 3.3 in
Charalambous, Elliott and Krishnamurthy [6], that

[ @aa
[rrwan

where

—oE

T
St‘“:/ Ob* (o, X0 42 XY dW e = Z0° |
0

forany 0 <t <T.
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4 Asymptotic Normality of the Residual Under the
Nominal Hypothesis

Using (7) and the change of variable © = Xq(wo) + eu in (3), yields
[euwgean [ et uge x4y
/p%’s(x) dx ) /EWP%’E(X;O) +cu)du
[ ) dul

= =Eal[5° | %

/ Py (u) du

To study the asymptotic behaviour of (. under P, . as € | 0, we extend the
contaminated model (5) and the linear tangent model (4) as follows

CE:

_ 1 _ _
dXf = = [ba, X9+ e X5) = (o, X)) dt + dWP , Xo=¢,
dE3° = 9 (a, X0 + e X5) W, EgC =0,

_ 1 _ _
dYy = — (X" +e X7) (X Jdt + AV, Y5 =0,

and
dXM =0, XXMt +awp, xP =¢,
d= = ob* (0, xyawe . =V =0, (8)
avV = n(xxPat +ave . v =0,

respectively.

Lemma 2. Ase |0

. —Q,E =(1)
sup |5 — 57— 0,
0<t<T

in Py . —probability.
Proor. Notice that
10b(ct, X + cu) — Ob(a, X )| < Kelu| ,

for any u € R™, and the Doob inequality yields

T
Eo. sup |50 — VP < AK2 2By | / X2
0<t<T 0
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which goes to zero as € | 0, since

sup  sup B, |X{[?<oc. DO
0<e<eg 0LZt<T

Let G denote the o-algebra generated by (X, =M y#) and let @2”
and QM) denote the probability distribution of the r.v.’s (X, 51 V¢) and
(XM =) 'y (D) respectively, on the canonical space C([0, T]; R™+P+d),

Lemma 3. Ase |0
I — QW|lrv — 0 .
PRrROOF. It holds

dQW

FeCh Eo.clexp{M; — 5 (M")7} | G] |

where the martingale {Mf , 0 <t < T} is defined by
t
_ 1 _
317 = [ Oe®) X0 = 2 [hXO + £ XD~ A ) v
0 19

t 1 ~ -
— - [ CIMXO + X5~ h(X )] - (X)X vy
0

-/ (W (X0 (X2 - X)) ave
for any 0 < ¢ < 7T. Notice that
12 O+ ew) = (XYY ] = (X ul < Kelul
for any u € R™, and
n'(x) (X5 - x| < K X5 - x V]
hence

T
<M5>T§2K252/ (Xe)dt +2 KT sup | X5 — xV)?,
0 0<t<T

which goes to zero in P, .—probability as € | 0, since

eld
sup  sup Eu X" < oo,
0<e<eo 0<t<T

and using Lemma 1. It follows from Problem 1.9.2 in Liptser and Shiryayev [12]
that the same convergence holds for M7, hence

Z7 = exp{Mp — 5 (M")r} — 1,
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in P, .—probability as € | 0. Therefore, using the Jensen inequality and the
Scheffé theorem yields
dQ®

0 _ o — _
HQE Q ||TV - Ea,sll d@gl) |

=EoclEac[l —Z5 |G| <Eqell = Z5| — 0. DO

The convergence in distribution of (. follows from Lemmas 2 and 3, and
from Theorem 1.2 in Kleptsina, Liptser and Serebrovski [9].

Theorem 1. Ase |0
G- = Ea o577 | V5] = EalZ3) | 07 = ¢,
under Pq ..

To characterize the limit r.v. ¢, the extended linear tangent model (8) is
rewritten as

x ool [x® I x{M ¢

—(1 —(1 " —(1
S 0o o) \z" J; =Y 0

x®
ay,\V = (Ht 0> Yo ldt+ave, Y=o,

with the notations F; = V' (a, Xt(o)), H, = h’(XfO)) and J; = 0b(a, Xt(o)), and
the solution of the above filtering problem yields

T
(= Ea[2D | 2] = / v Hy [aY — H, XD d) | )
0
and
) ) (1) g
Eo[(EY - ) (EW - )7 | 9] = / (J; i — v H Hyr)dte, (10)
0

where {r;, 0 <t < T} satisfies the ODE
rw=Fri—PH Hri+Je, 10=0,

and where Xt(l) = E, [Xt(l) | yt(”] and P; are respectively the Kalman fil-
ter estimate and its asociated error covariance matrix in the linear tangent
model (4), for any 0 < ¢ < T. Furthermore, the innovation process is a stan-
dard Wiener process, hence the r.v. ( is Gaussian, with mean 0 and covariance
matrix

T
E:/ ’I";:H:Ht’r'tdt.
0
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Theorem 2. The residual (. is asymptotically normal under the nominal
hypothests, i.e. as e | 0

¢ = N(0,%), underP,_..

5 Local Asymptotic Normality (LAN)

To study the asymptotic normality of the residual under the contiguous al-
ternative hypothesis, we first prove the local asymptotic normality property
of the family of probability distributions of the observation process, a result
which is of interest by itself.

As is well known [11], we can express the likelihood ratio as

0 (@) da

Le(@) / py*(z) dz

Taking 6 = a + A, using (6) and the change of variable x = X}O) +cu in
the expression (11), yields

dPg .
dP,, .

Ea,s[ | yT]

a+e Ae
Zo(ay = Llated) /PT (z) dz

o [

/sm p%ﬁ A’E(X(TO) +eu)du

/5’” p%’E(X;O) +¢eu) du

/ P (u) du

= = Eo (1572 | V5]
[ (wu
To study the joint asymptotic behaviour of ({., Z.(A)) under P, . ase | 0, we

further extend the contaminated model (5) and the linear tangent model (4)
as follows

dXE = é [b(a, X 4 2 X5) — bla, X OV dt +dWe, XE—¢
dZ0° = 90" (a, X 4 e XE)dWe , ESF =0,
drptede = é bla+eA, XV +eXP)
— b0, XV + e XIS awy . Tgt =0,

(WX +eX5) = (X)) dt +dVe, YE=0,

1
Yy =~
3
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and
dx{V =¥ (e, X)) xPat +awp . XV =¢,
d=" = o (a, xOyawp , =M =0,
drt? = Ao (o, XY 1V awg . 1Y =0,
avV = n'(xxPat +ave . v =0,
respectively.

Lemma 4. Ase |0

Fate A 1
sup |Yerede —rM—o,
0<t<T

in Py . —probability.

Proor. It holds
d(Tta-i-e Ae Tt(l))
1 v —
= ( g [b(a +e€ A, Xt(o) -+ 5th) — b(a7 Xt(O) + Eth)]
_ ab(a’Xt(O)) A)* Tt(l) tha
1 X~ —
+ - Blated, XO 4 X5~ bla, X 4 £ X0
(rptreds —ryawy
Notice that
1
= [bla+2 A4, X 4 cu) —blor, X+ cw)] — db(a, X[7) A

1
< |2 Bla+eA X +u) = bon X[ + e u)] - dble X[ +2u) A

+ [ [0b(c, XV + e u) — Ob(a, X)) A
<Kel|AP+Kelul|A],

and
1
|g [b(a+5A,Xt(0) +eu)— b(a,Xt(O) +eu)]l| < K|4],

for any u € R™, and the Doob inequality yields

Eo.o| sup |70 — V2]
0<t<T
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T 1
< 12K?E A EM[/ T2 ay
0
T ge r
FI2KPE AP Bl |G [
0

T
412 K? \A|21Ea,6[/0 Fectede M2 gy |

which goes to zero as € | 0, using the Gronwall lemma, since

e 4
sup  sup Eu | X7|" < oo,
0<e<eg 0LZt<T

and

sup  sup Ea’e\Tt(l)|4 <oo. O
0<e<e 0<t<T

The joint convergence in distribution of ({., Z.(A4)) follows from Lem-
mas 2 and 4, from another instance of Lemma 3, and from Theorem 1.2 in
Kleptsina, Liptser and Serebrovski [9)].

Theorem 3. Ase |0
(Ce: Z:(A)) = (Bae[Z5° | V3], EBa c[T37°4° | 5))
— (Ba[Z5 | VL E[Y | 91))) = (¢, 2(2))
under Py, ..

To characterize the limit r.v. Z(A), notice that
T T
T = exp{A* / J;dwp — & A / J;Jpdt A}
0 0
where J; = 8b(o¢,Xt(0))7 hence
2(4) = Ea[17" | V7]
T
—exp(-3 4" [ gt A) Eafexp{a7 S0} | 347
0
and it follows from (9) and (10) that
T
Eofexp{A* M} | Y] = exp{A* ¢ 4 L A* / JiJpdt A— L AT S A
0
Therefore

Z(A) = exp{A*(— s A* X A} .

Thus, we have proved the following local asymptotic normality property.
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Theorem 4. The family of probability distributions of the observation pro-
cess is locally asymptotically normal (LAN) at the point « as e | 0, i.e. for
any A € RP

d]P)G €

Z:(A) =E, 6[dIEJJ

| V1] = exp{A* (¢ — %A* YAY=2Z(4),

where ¢ ~ N (0,), under P, .

6 Application to FDI

Under the contiguous alternative hypothesis § = a+eA, for any test function
¢ defined on RP, it holds

Bareacld(C] = Eocld(() Tt
= Eoclo

() Z=(4)]
[(C) exp{AT ¢ — 5 A" T A},

where the convergence follows from Theorems 3 and 4. Let F' and G denote
the Gaussian distributions on RP with (not necessarily invertible) covariance
matrix X', and mean vector 0 and X' A respectively. Since G is absolutely
continuous w.r.t. F, with Radon—Nikodym derivative

dG . «
ﬁ(x)zexp{A x— 3 A" YA},

it holds
Ea[6(¢) exp{A" ¢ — 3 A" ¥ A}]
z/gb(x)exp{A*x—fA*EA}Fdx /qﬁ dx) ,
i.e. the following result has been proved.

Theorem 5. The residual (. is asymptotically normal under the contiguous
alternative hypothesis, i.e. ase | 0

= N(ZTAY), underPqsicnr.

Combining the results of Theorems 2 and 5, yields

N(0, %), under P, .,
Ce=(r~

NAX,Y), under Poicnp,
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where
T
2:/ T:H:Ht’l"tdt7
0

depends only on the nominal value « of the parameter. To detect a change
in the mean vector of the limiting Gaussian r.v., one can use a simple x? test

¢Gricse, (12)

where ¢ > 0 is the threshold, provided the covariance matrix X' is invertible.
Plugging the residual (. in, which depends only on the nominal value « of
the parameter and on observations {Y;, 0 <t < T'} produced by the original
dynamical system, yields the following test

Grlgese,

where ¢ > 0 is the threshold. To select the threshold, error probabilities for
this test can be approximated by those of the test (12).
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