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D1 - Large Scale Systems (LSS) 

Clémentine Maurice is working as a CNRS researcher (CR2) in the EMSEC 
team. Her research focuses on the security of computing systems, and more 
precisely on the interaction between hardware and software. Among other 
topics, she is interested in micro-architectural side channels and software fault 
attacks in commodity computers, servers, and mobile devices, as well as 
reverse-ngineering processor parts, and fingerprinting everything. 
 
She obtained her PhD (CIFRE) from Telecom ParisTech in October 2015, 
while working at Technicolor in Rennes, jointly with the S3 group of Eurecom in 
Sophia Antipolis. She then worked as a postdoctoral researcher in the Secure 
Systems group at the Graz University of Technology in Austria. 
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Parcours professionnel

• Clémentine Maurice
• Depuis Octobre 2017 : CR2 CNRS dans l’équipe EMSEC

→ Sécurité des systèmes d’ informations : interaction entre matériel et logiciel,
attaques sur la micro-architecture

• Février 2016—Août 2017 : postdoctorat à TU Graz, Autriche
• Octobre 2015 : thèse CIFRE, Technicolor/Eurecom (Rennes/Sophia Antipolis)
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Research project 

Domaine de recherche : Attaques sur la micro-architecture

• Matériel habituellement modélisé comme couche abstraite correcte, mais
attaques possibles

• Par faute : contourner les protections logicielles par des erreurs sur le matériel
• Par canal auxiliaire : observer les effets de bord du matériel sur les calculs

identification attaque
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Fig. 7. On top is one trace’s raw measurement over 4 000 000 cycles. The peaks in the resampled trace on the bottom clearly indicate ‘1’s.

TABLE II
BIT-WISE KEY RECOVERY OVER FIVE PARTIAL KEYS.

No. Recovered key
1 10111110001100110010111101010000100...
2 10111011000111001100101101101010000...
3 10111110001110011001011110101000010...
4 10111110001110001100101111010100001...
5 10111110001110011001011100010100001...

correct the current bit of the wrong partial key, we compute the
edit distance to all partial keys that won the majority vote. To
reduce performance overhead, we calculate the edit distance,
not over the whole partial keys but only over a lookahead
window of a few bits. The output of the edit distance algorithm
is a list of actions necessary to transform one key into the
other. We apply these actions via majority vote until the key bit
of the wrong partial key matches the recovered key bit again.
Table II gives an example where the topmost 5 bits are already
recovered (underlined). The sixth key bit is recovered as ‘1’,
since all partial key bits—except for the second one—are ‘1’
(bold). The incorrect ‘0’ of the second partial key is deleted
before proceeding to the next bit. This procedure is repeated
for all key bits until the majority of partial keys reached the
last bit.

VI. EVALUATION

In this section, we evaluate the presented methods by
building a malware enclave attacking a co-located enclave
that acts as the victim. As discussed in Section III-B, we
use mbedTLS, in version 2.3.0. The small code and memory
footprint and self-containment of mbedTLS makes it easy to
use in SGX enclaves.

A. RSA Key Sizes and Exploitation
For the evaluation, we attack a 4096-bit RSA key as this

provides long-term security, based on the recommendation of
NIST [61]. Higher bit sizes are rarely used outside tinfoil-hat
environments.

Table III shows various RSA key sizes and the correspond-
ing buffer sizes in mbedTLS. The runtime of the multiplication
function increases exponentially with the size of the key.

Fig. 8. A high-level overview of the average times for each step of the attack.
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Fig. 9. The 9 cache sets that are used by a 4096b key and their error rate
when recovering the key from a single trace.

Hence, larger keys improve the measurement resolution of the
attacker. In terms of cache side-channel attacks, large RSA
keys do not provide higher security but degrade side-channel
resistance [23], [62]–[64].

B. Native Environment

We use a Lenovo ThinkPad T460s running Ubuntu 16.10.
This computer supports SGX1 using Intel’s SGX driver. The
hardware details for the evaluation are shown in Table IV.
Both the attacker enclave and the victim enclave are running
on the same machine. We trigger the signature process using
the public API of the victim’s enclave.

Figure 8 gives an overview of how long the individual steps
of an average attack take. The runtime of automatic cache
set detection varies depending on which cache sets are used
by the victim. The attacked buffer spans 9 cache sets, out of
which 6 show low bit-error rate, as shown in Figure 9. For

• récupérer clés secrètes, intervalles
de frappes de clavier

• contourner sécurité système (ASLR)
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Projet de recherche

�‡Analyse des attaques liées à la micro-architecture et contre-mesures�ˆ

Enjeu
�í�•�~�—�a�à�€�• �‰�œ�q �q�Á�q�€�«���œ�q �Â�Q�~�œ �Q�—�À �Q�€�€�Q�]�—�œ�q �q�—�a ���Q ���à�~�a�+�y�Q�a�~�×�à�€�œ�~�€�—�a�œ

Obstacles principaux

�F�í�—�a�Â�Q�~�œ �‰�Š�Q�€�€�Q�]�—�œ ���Q�€�•�a�à�œ�����œ �œ�€ ���+�Å�à�~�à�œ�����œ ���Q�� �~�+�����—�œ

�F�Ü�a�+�u���«���œ�q �‰�Š�Q�‰�+�V�€�à�+�� �‰�œ�q �~�+���€�a�œ�y���œ�q�—�a�œ�q �V�a�+�V�+�q�•�œ�q �I �V�œ�a�Â�+�a���Q���~�œ�J �~�+�œ�€�J
�V�Q�q�q�Q�Å�œ �f ���Š�•�~�×�œ�����œ
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Verrou scientifique et axes de recherche

Comment contrer des attaques basées sur des optimisations matérielles,
sans réduire les performances apportées par ces optimisations ?

1. Analyser la surface
d’attaque matérielle

2. Détecter les
vulnérabilités logicielles

3. Mettre au point de
nouvelles contre-mesures
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Research project 

Axe #1 : Analyser la surface d’attaque matérielle

Problème #1 : Manque de documentation du matériel
→ Rétro-ingénierie du matériel court terme

Problème #2 : Canaux auxiliaires découverts manuellement
→ Automatisation de la découverte de canaux auxiliaires court/moyen terme

Problème #3 : Peu d’études sur les attaques par fautes purement logicielles
→ Investigation de nouvelles attaques par fautes prospectif/long terme
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Axe #2 : Détecter les vulnérabilités logicielles

Problème #1 : Méthodes d’analyse statique basées sur des hypothèses pouvant
être insuffisantes, changeantes ou fausses : faux négatifs en pratique
→ Nouvelles méthodes d’analyse dynamique des vulnérabilités moyen terme

Problème #2 : Solutions ciblant uniquement la sécurité, et non la vie privée
→ Protection de la vie privée court terme
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���À�œ �O�á �I �•�œ�€�€�a�œ �Q�— �V�+�à���€ �‰�œ ���+�—�´�œ�����œ�q �~�+���€�a�œ�y���œ�q�—�a�œ�q

�Ü�a�+�u���«���œ �O�ß: Peu probable de voir une disparition des canaux auxiliaires
→ �E���´�à�a�+�����œ���œ���€�q �‰�Š�œ�À�•�~�—�€�à�+�� �q�•�~�—�a�à�q�•�q �~�+���q�à�‰�•�a�Q���€ ���œ�q �~�Q���Q�—�À �Q�—�À�à���à�Q�à�a�œ�q

moyen/long terme

�Ü�a�+�u���«���œ �O�à: Difficile d’ isoler tous les composants d’un système
→ �•�œ�q�—�a�œ�q ���Q�€�•�a�à�œ�����œ�q �+�— �Q�V�V���à�~�Q�€�à�´�œ�q �~�à�u���Q���€ ���œ�q �V�+�a�€�à�+���q �‰�œ �~�+�‰�œ �q�œ���q�à�u���œ

moyen/long terme
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